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U.S.-CHINA ECONOMIC AND SECURITY REVIEW COMMISSION

NOVEMBER 9, 2012
The Honorable Daniel Inouye,
President Pro Tempore of the U.S. Senate, Washington, DC 20510
The Honorable John Boehner,
Speaker of the U.S. House of Representatives, Washington, DC 20510

DEAR SENATOR INOUYE AND SPEAKER BOEHNER:

On behalf of the U.S.-China Economic and Security Review Com-
mission, we are pleased to transmit the Commission’s 2012 Annual
Report to the Congress—the tenth major Report presented to Con-
gress by the Commission—pursuant to Public Law 106-398 (Octo-
ber 30, 2000), as amended by Public Law No. 109-108 (November
22, 2005). This report responds to the mandate for the Commission
“to monitor, investigate, and report to Congress on the national se-
curity implications of the bilateral trade and economic relationship
between the United States and the People’s Republic of China.” In
this Report, the Commission reached a broad and bipartisan con-
sensus; it approved the Report unanimously, with all 12 members
voting to approve and submit it.

In accordance with our mandate, this Report, which is current as
of November 9, includes detailed treatment of our investigations of
the areas identified by Congress for our examination and rec-
ommendation. These areas are:

e PROLIFERATION PRACTICES—The role of the People’s Repub-
lic of China in the proliferation of weapons of mass destruction
and other weapons (including dual-use technologies), including
actions the United States might take to encourage the People’s
Republic of China to cease such practices;

e ECONOMIC TRANSFERS—The qualitative and quantitative na-
ture of the transfer of United States production activities to the
People’s Republic of China, including the relocation of high tech-
nology, manufacturing, and research and development facilities,
the impact of such transfers on United States national security,
the adequacy of United States export control laws, and the effect
of such transfers on United States economic security and employ-
ment;

¢ ENERGY—The effect of the large and growing economy of the
People’s Republic of China on world energy supplies and the role
the United States can play (including joint research and develop-
ment efforts and technological assistance), in influencing the en-
ergy policy of the People’s Republic of China;

e ACCESS TO UNITED STATES CAPITAL MARKETS—The ex-
tent of access to and use of United States capital markets by the
People’s Republic of China, including whether or not existing dis-
closure and transparency rules are adequate to identify People’s
Republic of China companies engaged in harmful activities;

e REGIONAL ECONOMIC AND SECURITY IMPACTS—The tri-
angular economic and security relationship among the United
States, Taiwan, and the People’s Republic of China (including the
military modernization and force deployments of the People’s Re-
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public of China aimed at Taiwan), the national budget of the
People’s Republic of China, and the fiscal strength of the People’s
Republic of China in relation to internal instability in the Peo-
ple’s Republic of China and the likelihood of the externalization
of problems arising from such internal instability;

e UNITED STATES-CHINA BILATERAL PROGRAMS—Science
and technology programs, the degree of noncompliance by the
People’s Republic of China with agreements between the United
States and the People’s Republic of China on prison labor im-
ports and intellectual property rights, and United States enforce-
ment policies with respect to such agreements;

e WORLD TRADE ORGANIZATION COMPLIANCE—The compli-
ance of the People’s Republic of China with its accession agree-
ment to the World Trade Organization (WTO); and

e FREEDOM OF EXPRESSION—The implications of restrictions
on speech and access to information in the People’s Republic of
China for its relations with the United States in the areas of eco-
nomic and security policy.

The Commission conducted its work through a comprehensive set
of six public hearings, taking testimony from over 59 witnesses
from the Congress, the executive branch, industry, academia, policy
groups, and other experts. For each of its hearings, the Commission
produced a transcript (posted on its website—www.uscc.gov). The
Commission also received a number of briefings by officials of exec-
utive branch agencies, intelligence community agencies, and the
armed services, including classified briefings on China’s cyber oper-
ations and military and commercial aerospace modernization. (The
Commission is preparing a classified report to Congress on those
topics.)

Commissioners also made an official delegation visit to the Phil-
ippines, China, and Taiwan to hear and discuss perspectives on
China and its global and regional activities. In these visits, the
Commission delegations met with U.S. diplomats, host government
officials, representatives of the U.S. and foreign business commu-
nities, and local experts.

The Commission also relied substantially on the work of its ex-
cellent professional staff, and supported outside research in accord-
ance with our mandate.

The Report includes 32 recommendations for Congressional ac-
tion. Our ten most important recommendations appear on page 22
at the conclusion of the Executive Summary.

We offer this Report to the Congress in the hope that it will be
useful as an updated baseline for assessing progress and challenges
in U.S.-China relations.

Thank you for the opportunity to serve. We look forward to con-
tinuing to work with you in the upcoming year to address issues
of concern in the U.S.-China relationship.

Yours truly,

Dennis C. Shea William A. Reinsch
Chairman Vice Chairman
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EXECUTIVE SUMMARY

Chapter 1: The U.S.-China Trade and Economic Relationship

When Chinese Premier Wen Jiabao announced this year’s annual
growth target of 7.5 percent in March, most analysts dismissed it
as false modesty: The Chinese economy has consistently out-
performed annual targets over the past decade, averaging close to
11 percent growth, despite the 2008-2009 global financial crisis.
But with activity cooling much more than expected in recent
months, the 7.5 percent target is starting to look ambitious. Chi-
na’s economy grew 7.4 percent in the third quarter of 2012, the
seventh consecutive quarter of decelerating growth, as demand for
Chinese goods and services at home and abroad slackened. If this
trend continues, full-year growth is on course for its weakest show-
ing since 1999. The government had hoped that increasing exports
would help bolster the economy despite flagging domestic demand.
Instead, exports are at risk of becoming a drag on the economy
after slumping to just 1 percent annual growth in July 2012, from
11.3 percent in June.

Although the U.S. trade deficit in goods with China fell in 2009
as a result of the global recession, it has since surged, reaching a
record high of $295.4 billion in 2011, up from $273.1 billion in
2010. For the first eight months of 2012, the United States ex-
ported $69.9 billion worth of goods to China and imported $273.1
billion from China, for a deficit of $203.1 billion. The deficit in
goods with China is by far the largest among U.S. trading partners
and 40.6 percent of the total in 2011. Currency appreciation leveled
out in 2012: The renminbi (RMB) did not appreciate as much as
in 2011, and there are even signs that the Chinese government
may devalue the RMB to boost exports.

Rebalancing China’s economy to one less dependent on exports
and more focused on meeting the need of China’s consumers was
declared a top priority by the governments of the United States
and China. As Under Secretary of the Treasury Lael Brainard stat-
ed in July, rebalancing is imperative for China to avoid the “mid-
dle-income trap” and to navigate its demographic transition to a so-
ciety of fewer workers and more retirees. However, under the pres-
sure of declining growth, China is backsliding to continue its over-
reliance on fixed investment and government spending to power
growth.

Despite three decades of economic reform, state-owned and state-
controlled enterprises still account for as much as half of the Chi-
nese economy. Their political influence within China and their abil-
ity to compete on a global scale are both on the rise, and China’s
industrial policy envisions an ever larger role for the state sector,
particularly in support of China’s exports and overseas invest-
ments. Government corporations provide the means for the central
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government to designate and control important segments of the
economy. At the same time, the government employs its corpora-
tions to advance its foreign policy objectives and international com-
mercial interests. Many, if not all, of the corporate officials chosen
by the Chinese Communist Party (CCP) Central Organization De-
partment are party members, and many of them become part of a
revolving managerial class that cycles through the hierarchy of
China’s largest state-owned enterprises (SOEs). All the 130 leaders
of the largest state-owned companies in 2011 were CCP members.
In addition, 20 SOE executives served in 2010 on the CCP’s Cen-
tral Committee, which elects the ruling Politburo.

The existence of state-owned and state-controlled enterprises
presents numerous challenges to U.S. corporate competitors in
three distinct venues: within China, within the United States,
and in third-country markets. Because SOEs are the preferred sup-
plier for all levels of government in China, U.S. companies face a
variety of discriminatory barriers to sales there. The same sub-
sidies and preferences enjoyed by the state sector in China when
competing with foreign companies in China also make Chinese
SOEs stronger competitors in the U.S. market and third-country
markets.

The influence of the Chinese state over Chinese private compa-
nies is also a concern. The Chinese government exerts its authority
over the private sector in a number of ways, including subsidies for
favored companies and industries, and sanctions for those out of
favor. China’s large, state-owned sector; elaborate, top-down eco-
nomic planning; single-party, authoritarian rule; and a judiciary
that follows CCP dictates help the government control the Chinese
economy. Private companies, for example, struggle to secure loans
from a state-owned banking system that generally prefers lending
to state-owned “national champions.”

The year 2011 marked the 28th straight year in which the
United States has registered a trade deficit with China. China’s
state-directed financial system and export-driven growth model; its
market barriers to various U.S. exports; its discriminatory policies
that favor domestic companies over foreign investors in China’s
market; rampant Chinese theft of intellectual property; and Chi-
na’s unreliable rule of law, as well as its inconsistent adherence to
World Trade Organization (WTO) commitments, continue to dis-
advantage American competitors.

There is a growing consensus among economists and many inter-
national trade experts that long-standing methods of measuring bi-
lateral trade relations are inadequate for the contemporary reali-
ties of global production chains and are distorting our under-
standing of bilateral trade balances. In practice, initial economic
studies suggest that the U.S.s trade deficit with China may be
overestimated by the traditional standard measurements for deter-
mining bilateral trade balances. These measurements, which cal-
culate the gross values of goods flowing between two countries,
may be obscuring key details for devising more effective trade en-
forcement policies.

Though they are often discussed as distinct and separate issues,
the challenges of trade and investment that impact U.S. interests
at home and abroad all stem from China’s macroeconomic policies.
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Improved understanding of the U.S.-China bilateral trade balance
and the forces that shape it could be beneficial to policymakers
faced with managing the relationship. However, resolving the
many intractable trade issues that burden the U.S.-China relation-
ship will remain a challenge for the U.S. government regardless of
international improvements in the collection of trade data.

Conclusions

Trade and Economics Year in Review

In 2011, the U.S. deficit with China reached $295.4 billion, up
8 percent from the previous year. For the first eight months of
2012, the United States exported $69.9 billion worth of goods
to China and imported $273.1 billion from China, for a deficit
of $203.1 billion.

Chinese growth in the first half of 2012 slowed significantly
from the double-digit averages of the previous decade. Export
growth has also slackened dramatically, mostly as a con-
sequence of weak demand for Chinese goods from its two main
trade partners, the United States and Europe.

As a consequence of domestic economic weakness, Chinese re-
balancing policies appear to have been put on hold. As origi-
nally intended, rebalancing would have entailed restructuring
domestic growth from export- to consumption-driven, reducing
fixed investment, and allowing the RMB to appreciate.

Instead, fearful of a protracted slowdown, the Chinese govern-
ment has introduced a set of growth-boosting policies, such as
encouraging banks to lend and rolling out new infrastructure
projects. These policies, though much more moderate in scope,
echo the massive stimulus undertaken by the Chinese govern-
ment in 2008—-2009 in the wake of the global financial crisis,
which at the time shored up Chinese growth but exacerbated
the economy’s imbalances.

China’s adherence to the WTO principles and its Protocol of

Accession remains spotty. Most recently, the U.S. Trade Rep-

resentative has engaged China over its practice of using inves-

tigations and trade remedy actions in retaliation for challenges

grought by the United States and not based on actual evi-
ence.

Chinese State-owned and State-controlled Enterprises

State-owned and state-controlled companies in China provide
the opportunity for the central government to implement its in-
dustrial policy, create global competitors, and develop monop-
oly industries for the benefit of the government. The govern-
ment does so at the expense of foreign competitors.

Beijing reversed a 30-year process of economic reform of state-
owned enterprises during the 2008 global financial crisis. A
massive, $585 billion economic stimulus was directed by the
government through state-owned banks to many state-owned
companies, particularly in the metals, mining, and construction
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industries. As a result of the financial infusion, the state sector
grew and became more influential within China. A resurgent
Chinese state sector, armed with extensive government sub-
sidies, competes unfairly with domestic Chinese firms and with
China-based affiliates of American companies.

The largest Chinese state-owned enterprises are generally
managed by the Chinese central government through a holding
company that answers directly to the State Council. The top
leaders of 121 centrally owned, nonfinancial SOEs are chosen
by a branch of the Chinese Communist Party and are typically
party members. In turn, the SOEs influence government and
party decisions on the economy. In addition to SOEs owned by
the central government, there were 114,500 SOEs owned by
provincial or local governments, according to a 2011 estimate
by the World Bank.

The banking system in China is almost entirely state owned
and is dominated by five banks that account for nearly all
lending. SOEs are the principal borrowers, while entre-
preneurs and private companies find it hard to obtain loans
even at higher rates. The country has an underdeveloped bond
and equity market, putting private Chinese companies and for-
eign affiliates of U.S. companies at a further disadvantage. The
rate of interest payments to depositors is set by the govern-
ment at an artificially low rate, allowing the government to
provide low loan rates to its favored clients in the state sector.
This system of “financial repression” represents a transfer of
wealth from the private sector to the state sector.

Even those companies that are majority privately held are like-
ly to be influenced or controlled by the government. Private
Chinese companies are expected to follow the guidelines of the
government, which are spelled out in Five-Year Plans and
other official planning documents issued by the State Councils
and implemented by various ministries.

U.S. companies face unfair competition from Chinese SOEs
within China, within the United States, and in third-country
markets. Governments at all levels in China favor Chinese
SOEs in procurement contracts. Chinese affiliates operating
ablé)ﬁ.d do so with preferential financing from the government
in China.

Governments at all levels in the United States seek investment
from China. But investment from Chinese SOEs carries a
number of risks to U.S.-based competitors due to the pref-
erential financing that Chinese governments provide. U.S. laws
and regulations are inadequate to address the advantages
given to Chinese SOEs operating in America. Although Chi-
nese investment into the United States is low, China has large
dollar holdings that could be converted into direct investment
in the United States.

When China joined the WTO in 2001, the government com-
mitted to economic reforms that included diminishing the role
that the state plays in the economy. China has not complied
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with many of these explicit obligations. The United States has
a variety of remedies to use to counter China’s failures to com-
ply. They include bringing WTO complaints and antidumping
and countervailing duty cases against the Chinese government
and against Chinese industries. The Securities and Exchange
Commission could issue regulations calling for enhanced disclo-
sure by Chinese state-owned companies listed on U.S. ex-
changes of the subsidies given to the Chinese SOEs. The U.S.
government could demand reciprocal treatment for foreign in-
vestment in China to match the treatment afforded by Chinese
companies in America. Many U.S. firms are restricted to mi-
nority ownership of joint ventures in China or excluded en-
tirely from some business sectors, while no such restrictions on
Chinese companies exist in the United States. In some cases,
reciprocal treatment is called for. The U.S. government could
also exclude Chinese products and services from U.S. and state
government services contracts and government construction
projects until China opens its own government and SOE con-
tracts to competitive bidding from American companies.

Evolving U.S.-China Trade and Investment Relationship

China’s indigenous innovation policies and additional attention
to certain strategic sectors identified in its 12th Five-Year Plan
ensure that it will continue to provide support to national
champions. For the foreseeable future, such companies will
continue to be favored over foreign firms for government and
state-owned enterprise procurement contracts and will con-
tinue to benefit from a range of subsidies, tax breaks, special
development funds, increased credit support, and other assist-
ance not enjoyed by their foreign competitors. These advan-
tages continue to make Chinese national champions formidable
competitors in China and in other markets globally, under-
mining U.S. industry innovation and success.

Inconsistencies in central and subnational laws, practices, and
enforcement efforts, particularly in the realm of intellectual
property rights, continue to damage the U.S. economy as
American businesses in the United States and China lose sales
and jobs to competitors who do not play by the same rules and
whom we have no means of persuading to address the problem.

Foreign firms doing business in China risk the loss of their in-
tellectual property and inventory to Chinese joint venture part-
ners because of the lax enforcement of intellectual property
rights and business contracts in China. U.S. technology compa-
nies are also increasingly vulnerable to Chinese intellectual
property theft and resulting lost profits and market share.

Growing Chinese investment may offer an important new
source for U.S. job creation and economic growth, but it is too
early to know whether the benefits will outweigh whatever
longer-term economic costs Chinese state-owned and state-di-
rected investments may bring.
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e Any U.S.-China bilateral investment treaty agreement can be
expected to involve a lengthy negotiation process and therefore
should not be viewed as a potential near-term solution for any
of the many bilateral trade and investment challenges, but the
potential of such an agreement should nevertheless make it an
important consideration for U.S. policymakers.

e The use of various emerging methodologies for measuring
trade in value added may, in time, prove helpful to U.S. policy-
makers for crafting trade and economic policies that better ex-
ploit the U.S.’s strategic advantages, leveraging the U.S.-China
trade relationship to the greater advantage of U.S. workers
and businesses.

Chapter 2: China’s Impact on U.S. Security Interests

China continued to advance its military modernization efforts
over the last year and increased its official 2012 defense budget
11.2 percent from last year to $106 billion, the 21st consecutive
year-on-year increase. While this official figure makes China the
world’s second-largest defense spender after the United States, the
publicly disclosed budget does not include many aspects of China’s
defense spending and expenditures, which may be as much as 50
percent greater.

China’ military modernization, particularly its aircraft carrier,
fighter aircraft, space, and ballistic missile programs are strength-
ening China’s ability to execute its “Area Control Strategy,” which
is described in the Commission’s 2011 Annual Report to Congress.
In September 2012, China’s first aircraft carrier entered into serv-
ice; it is expected to largely serve as a training platform to learn
carrier operations. The U.S. Department of Defense expects China
will build multiple carriers and associated support ships over the
next decade. China continued flight testing of its next-generation
fighter with stealth characteristics, the J—20, which may reach
operational capability by 2018 and is reportedly intended to focus
on South China Sea contingencies. In June, photos of the J—20’s
cockpit revealed similarities with the U.S.’s advanced jet fighter,
the F-22, reviving concerns that espionage may have played a role
in the jet’s development. Photos and video have also emerged of a
separate fighter prototype, the J-31. In early November 2011 and
June 2012, China successfully docked unmanned and manned
spacecraft, respectively, with the Tiangong-1 orbital space lab. The
only other states to have successfully executed such a docking are
Russia and the United States, and the maneuver is a critical skill
necessary to conduct more sophisticated operations in space such
as establishing a permanent space station. China also made further
advances in its ballistic missile forces, including test-launching the
DF-41, a new class of road-mobile, intercontinental ballistic mis-
sile, potentially with a multiple, independently targeted reentry ve-
hicle capability.

The People’s Liberation Army’s (PLA) exercises in 2012 focused
on naval, air, and joint force training, and the navy’s international
activities and areas of operation continued to expand. This training
indicates that the PLA is working to improve its ability to operate
jointly and in a greater range of operating areas.
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China continues to develop its capabilities in the cyber arena.
U.S. industry and a range of government and military targets face
repeated exploitation attempts by Chinese hackers as do inter-
national organizations and nongovernmental groups including Chi-
nese dissident groups, activists, religious organizations, rights
groups, and media institutions. In 2012, Trend Micro released case
studies on the China-linked campaigns that targeted government
ministries, including military institutions in India and wvarious
military and industrial institutions in Japan, research institutions
and agencies related to the space industry, and Tibetan activists.
In January 2012, security researchers identified an apparently
China-based cyber espionage operation targeting a U.S. Depart-
ment of Defense’s network authentication standard. In April 2012,
denial of service attacks on the U.S.-based website Boxun.com,
which reported heavily on the Bo Xilai scandal, led to speculation
about Chinese state involvement. In July, Indian media reports ac-
cused China of successfully using removable media to compromise
computers at India’s Eastern Naval Command that were not con-
nected to the Internet. From a government standpoint, perhaps the
most significant example of malicious Chinese cyber activity ex-
posed in 2012 was when the National Aeronautics and Space Ad-
ministration (NASA) reported it was the victim of 47 “advanced
persistent threat” attacks, 13 of which successfully compromised
agency computers. Intruders stole user credentials for more than
150 NASA employees and gained full functional control over net-
works at the Jet Propulsion Laboratory.

Figures about exploitations and attacks on U.S. Department of
Defense information systems decreased in both 2010 and 2011,
which the department attributed to greater leadership attention
and the creation of U.S. Cyber Command. However, if the threat
activity from the first half of the year persists at its current rate
throughout the second half, 2012 will bring levels of malicious ac-
tivities comparable to 2011.

The integrity of the defense and telecommunications supply
chains poses a concern, as the growing complexity of technical sys-
tems and the increasing fragmentation of supply chains allow nu-
merous points for subversion. A 2012 Senate Armed Services Com-
mittee investigation found numerous instances of suspect parts
used in a variety of military systems and identified China as “the
dominant source country for counterfeit electronic parts that are
infiltrating the defense supply chain.” According to U.S. govern-
nient officials, malicious supply chain attacks have already taken
place.

Many U.S. entities do not have the capability to sufficiently man-
age the threat of Chinese cyber espionage. Businesses often have
concerns about exposing proprietary or other sensitive information
and, notwithstanding Securities and Exchange Commission guid-
ance encouraging the disclosure of material penetrations, many
listed firms do not report significant breaches.

In conjunction with the modernization of its traditional military
capabilities and cyber capabilities, China has made a series of
quantitative and qualitative improvements to its nuclear forces.
China is on the cusp, perhaps within two years, of attaining a true
“nuclear triad” of land-based ballistic missiles, submarine-launched
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ballistic missiles, and air-dropped nuclear bombs. For planning
purposes, Chinese strategists consider the United States as the
principal threat.

China has disclosed little information about the size, composi-
tion, and disposition of its nuclear forces, but its steady moderniza-
tion, combined with the ambiguity of some of its official statements,
raises questions about its nuclear policies. While China maintains
a “no first use” policy, what this actually means is uncertain, and
the circumstances that merit retaliation are undefined. China is in
the process of modernizing and increasing its intercontinental bal-
listic missile inventory and conducted several tests late this year.
The U.S. Defense Intelligence Agency estimates that the number of
Chinese intercontinental ballistic missiles that can strike the conti-
nental United States may more than double by 2025.

Export enforcement capacity for nuclear-related goods and per-
missive interpretation of some of China’s international nuclear-re-
lated commitments remain a concern. Additionally, the increasing
mobility of China’s nuclear weapons, and the maturation of its air-
and sea-based varieties in particular, will challenge existing safe-
guards within China’s nuclear command-and-control architecture.

Conclusions
Military and Security Year in Review

e China continues to modernize its military, developing plat-
forms to strengthen its power projection capability in the re-
gion. Developments in China’s aircraft carrier, advanced fight-
er aircraft, space, and missile programs signal the potential for
thfg PLA to threaten U.S. forces operating in the western Pa-
cific.

e China’s defense budget continues its trend of annual increases,
making China the world’s second-largest defense spender after
the United States. As in past years, actual defense expendi-
tures are greater than the announced sums, given the omission
of key items such as foreign procurement.

e Over the past year, China’s military and maritime enforcement
agencies have demonstrated a greater presence in the East
China Sea and South China Sea. This increased level of activ-
ity has inflamed regional tensions.

e The PLA’s training and military diplomatic activities, increas-
ingly taking place farther afield with a growing diversity of
partners, indicate a widening in its range of missions and skill
sets.

o Notwithstanding several disruptions in late 2011 and early
2012, significant U.S.-China military engagements took place
this year, suggesting the potential for greater institutionaliza-
tion of military-to-military ties.

o Civil-military relations saw challenges this year in China as
corruption within the PLA surfaced in the press, suggesting
some uncertainties in relations between the PLA and the CCP.
China also appears to be consolidating party control over the
organizations charged with maintaining domestic security and
stability.



China’s Cyber Activities

e China-based cyber exploitations and attacks are executed by
numerous different actors. The PLA has several distinct enti-
ties that operate in the domain, including elements of the
headquarters staff and potentially each military branch, some
combination of which would seek to execute cyber attacks dur-
ing wartime. Several entities within China’s intelligence and
security services also likely have a cyber espionage mandate.
Nominally independent groups likely engage in state-sponsored
exploitation, and certain corporate actors, such as Chinese in-
formation technology or telecommunications firms, may also
operate in cyberspace on the state’s behalf.

e The Chinese military, the People’s Liberation Army, is refining
and implementing strategies for the cyber domain. Concep-
tually, the PLA bundles cyber issues together with other areas
of conflict, such as electronic warfare, space warfare, and pub-
lic opinion warfare. This approach seeks to provide