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U.S.-CHINA CYBERSECURITY ISSUES  

 

THURSDAY, JULY 11, 2013 

 
 

U.S.-CHINA ECONOMIC AND SECURITY REVIEW COMMISSION 
 

     Washington, D.C. 

 

 The Commission met in Russell Senate Office Building, Room SR-328A, Washington, 

D.C. at 9:00 a.m., Commissioners William Reinsch, Dennis Shea, and Michael Wessel, 

presiding.  Roundtable participants were Bruce Quinn, Rockwell Automation’s Vice President 

for Government Relations and former Chief Representative of Rockwell Automation in China; 

Mr. Roy Kamphausen, Senior Advisor for Political and Security Affairs at the National Bureau 

of Asian Research and Deputy Executive Director for the Commission on the Theft of American 

Intellectual Property; and Dr. James Mulvenon, Vice President, Intelligence Division, Defense 

Group Inc. 

 

 

CHAIRMAN REINSCH:  Welcome everybody ,  we 're  going to  

begin .   You can  tel l  f rom the  ar rangement  that  this  is  in formal ,  at  least  as  

informal  as  we ever  get .   This  i s  a  roundtable on  U.S. -China cyber  securi ty 

issues .   A roundtable means we don ' t  have wi tnesses ,  per  se ,  and  prepared 

tes t imony or  t ime l imits .   I  don 't  even  have a  gavel  so we 're  not  going to  

gavel  you  down after  seven minutes .  

 And we 've got  our  Commissioners ,  more of  whom I hope wil l  be  

arr iving,  in terspersed with  our  guests  who are expert s  on the subject .   I  want  

to  say a  word  about  the  format ,  and  then  I ' l l  int roduce our guests .  

 As I said ,  i t 's  a  roundtable  so  we 're  not  asking for  prepared  

s ta tements  or  tes t imony.   We're  going to  have a  discuss ion ,  and the  topic is  

one s tep beyond what 's  going on  in  the  cyber  int rusion world becaus e  there 

have been  z i l l ions of  hearings  about  tha t  and  thousands  of  pages  of  

tes t imony.   We want  to  focus  today on  what  do  we do  about  i t ,  part icu larly 

with  respect  to  China .   A few guiding quest ions  are as  fol lows:   

 

  What  can we do about  i t  diplomatical ly?    

  What  can we do about  i t  l egal ly?    

  What  can we do about  i t  economical ly?    

  What  can we do about  i t  f rom any perspect ive  that  you want  to  

address ,  and  what  are the  implicat ions  of  the var ious proposals  

or  sugges t ions that  you  might  make for  act ion or  dipl omatic  

act iv i ty or  whatever?  

 

 So this  al lows us  to  skip  the  long opening s tatements  about  the  
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things the Chinese  are doing and instead  go  di rect ly to  how do we deal  with  

i t ,  and hopeful ly we ' l l  have a good discussion  on  that .  

 We have with  us  three s igni f icant  exper ts  and very 

knowledgeable people on  the  subject .   I  should  say in  the  beginning that  we 

had a fourth  who was l is ted,  Catherine  Lot r ionte,  who unfortunately had  a  

family medical  emergency and couldn 't  be  wi th  us  th is  morning,  something 

that  came up las t  night .   But  we are privi leged  to  have wi th  us  three o ther  

people who I know wil l  more than  f i l l  the  gap  that  she  leaves ,  and I want  to  

say a  few words  about  each of  them.  

 Fi rs t ,  we have--and this  in  a lphabet ical  order ,  not  order  of  

importance or  anyth ing el se- -  Roy Kamphausen,  who is  a  Senior  Advisor  for  

Pol i t i cal  and  Secur i ty Affai rs  a t  the  Nat ional  Bureau of  Asian  Research  and 

was the Deputy Execut ive Di rector  of  the  Commiss ion on the  Theft  of  

American Intel lectual  Property,  which i ssued  a repor t  fai r l y  recent ly.  

 Prior  to  joining NBR, he  served  as  a U.S.  Army officer ,  a  career  

tha t  culminated in  an ass ignment  in  the Office of  the  Secretary of  Defense  as  

the  Count ry Di rector  for  China -Taiwan-Mongol ia  Affairs .  

 We also have with us  James  Mulvenon ,  who is  Vice  President  of  

Defense Group Incorporated 's  In tel l igence Divis ion and Director  of  DGI's  

Center  for  Intel l igence Research  and  Analys i s .   He is  also  a founding 

member  and  current  Pres ident  of  the Cyber Confl ict  Studies  Associat ion .   He 

received h is  Ph .D.  in  pol i t i cal  science f rom the  Universi t y of  Cal i fornia ,  Los  

Angeles .  

 Dr .  Mulvenon has  al so been a f requent  witness  so  we 're glad to  

have you here  as  wel l  in  a  less  formal  capaci ty.  

 And third,  we have Bruce Quinn ,  who i s  Vice  President  for  

Government  Rela t ions at  Rockwell  Automation ,  and previously served as  

Rockwel l 's  Chief  Representat ive  in  China.   Rockwel l  i s  a  company with  

substant ial  experience in  this  area.  

 So we 're  very happy to have al l  o f  you here .   I  a lso  want  to  

part icular ly thank  Chai rman Stabenow and the s taf f  o f  the  Senate Agricul ture 

Commit tee  for  providing today's  venue.   We're very gratefu l  for  that  and  for  

arranging things  in  a way that  we could  have an informal  conversat ion .  

 So let  me also say to  our  guests  out  there in  the  aud ience that  we 

put  index  cards  by the  s tack  of  report s  at  the table in  the rear .   If  you have a 

quest ion  that  you want  me to ask,  feel  f ree  to  wri te  i t  on  the index  card and 

leave i t  there .   Periodical ly one of  our  s taf f  wi l l  b r ing them up.   No 

guarantees  t hat  you ' l l  make the cut  and i t  wi l l  be asked,  but  i f  you want  to  

have a quest ion ,  something that  pops into your  mind,  wr i te  i t  down,  leave i t  

there,  and  i f  we have t ime,  as  things rol l  on ,  we 'l l  get  to  them.  

 We,  however,  have prepared  some quest ions ,  some  of  which  

we 've  s l ipped  to  our  gues ts  in  advance,  so i t  won ' t  be a complete  surpr ise .   

The way that  I 'd  l ike to  proceed i s  I 'm going to  ask a  quest ion,  and then at  

least  for  the  f i rs t  one ask our three  gues ts  to  make a  few comments  about  i t ,  

and then we 'l l  have a discussion .   Commissioners  can  weigh in  as  you see f i t .   

 When we run  out  of  gas ,  I ' l l  ask another  ques t ion or  you can  ask 
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another  quest ion  or ,  gues ts ,  you can  ask  ques t ions of  each o ther .   If  you  want  

to  say to  one of  them, boy,  that ' s  a  real ly s t upid idea,  feel  free,  and we ' l l  

have a discussion f rom that .  

 I  don ' t  think  we ' l l  run out  of  quest ions because  th is  is  a  hot  top ic  

that  a  number  of  Commissioners  have given a lot  of  thought  to  and  which the 

Commission i tsel f  has  spent  a  good bi t  of  t ime on  over the years .   So there  is  

ample  material .  

 So with  that ,  l et  me go  to  the  f i rs t  ques t ion  unless  there are  any 

amendments  from other  commissioners?   Okay.   The f i rs t  quest ion ,  which,  as  

I 've  said,  we 've s l ipped to  them in advance,  is  bas ical ly a  reformulat ion of  

what  I  just  sa id:  what  act ions and pol icies  should the U.S .  government  

implement  to  curtai l  future Chinese  cyber theft?   And re la ted,  how wil l  these  

act ions  and  pol icies  af fect  the  broader U.S . -China  relat ionship ,  which,  of  

course,  is  one of  the  things  we have to  think  about  before  we take  any s teps?  

 So why don ' t  we jus t  open that  up and let ' s  begin  with  Roy,  and 

we ' l l  jus t  go  in  the order  in  which I int roduced you i f  that ' s  al l  r ight ,  and 

then after  tha t ,  i t ' s  a  f ree  for  al l .  

 And,  please,  yes ,  push your  talk  but ton when you want  to  ta lk 

and push i t  o f f  when you s top.  

 MR. KAMPHAUSEN:  Wel l ,  Mr.  Chai rman,  i t 's  a  pleasure to  be  

here today and to be  a  part  of  th is  discussion.   I  should  say that  I  wi l l  

hopeful ly represent  the  Commission 's  v iews wel l ,  and--  

 CHAIRMAN REINSCH:  Your Commiss ion;  not  our  Commission.  

 MR. KAMPHAUSEN:  The IP Commiss ion 's  views;  r ight - -so that  

we talk  about  what  they thought  were the most  important  conclusions from 

that  year - long ef for t  and  probably keep  my own views to a minimum.  

 So I think the Commission  would say in  regard to  the f i rs t  

quest ion  maybe three things .   Firs t ,  to  understand the  nature  of  the  problem,  

and they were  at  great  pains  throughout  the  process  that  we undertook for  a  

year  to  unders tand  that  cyber was  part  of  a  bigger  whole  in  the  theft  of  

American intel lectual  property.   It ' s  a  means to  an  end .   We talk o f ten in  the 

report  about  cyber -enabled theft ,  and ,  in terest ingly,  the adminis t rat ion  has  

begun to use s imilar  sort  of  t erminology.  

 The f i rs t  point  i s  cyber is  part  of  a  bigger whole ,  and i f  we 

overfixate or  overfocus on the problem, we may miss  some o ther  things.    

 The second,  thei r  major  driv ing impetus  for  how they thought  

about  the  problem and how to solve  i t  and real ly the  work of  the Commission 

was less  about  admiring the problem and more about  what  we do about  i t  and  

so r ight  in  keeping with  the  thrust  of  the meet ing today.  

 They said  we’ve  rea l ly got  to  leverage American s t rengths  and 

those  things which are  des ired  by internat ional  companies  th at  aspi re  to  be 

global  companies .   Then we ’ve got  to  make c lear  that  to  operate in  the 

American market ,  to  use the American banking sys tem and so forth ,  you  have 

to  p lay by the rules  as  they are  laid  out .   So  much less  apologet ic  for  our  

system and more recogniz ing that  we have s t rengths  in  our system that  others  

want  to  leverage and take advantage  of .   In  order  to  do that ,  they need to  
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play by the rules .  

 The thi rd ,  and this ,  I  think,  pertains  more d irect ly to  the quest ion  

of  cyber ,  bu t  rea l ly appl ies  to  a l l  aspects  of  the thef t  of  inte l lectual  property 

more  broadly,  the  th ird  point  is  to  say we 've  got  to  change the  cost -benef i t  

calculus  of  those  that  are seeking to  s teal  what  i t  i s  that  American companies  

have or ,  in  o ther  cases ,  the U.S .  government  and na t ional  securi ty secre ts  

and so forth.  

 And this  real ly,  I  th ink,  opens  the  door to  the  recommendat ions  

that  the  Commission had ,  and maybe I ' l l  t ake a  break and then return  to  

those ,  but  speci f ical ly on cyber ,  what  they said  was the  envi ronment  is  

changing.   To  make the  theft ,  us ing cyber means,  of  intel lectual  proper ty 

more  cost ly requi res  us  to  think more  broadly about  how we can  conceive  of  

and develop the  rules  that  govern behavior  in  the cyber  domain .  

 Some have taken  that  to  mean --in fact ,  the  New York  Times 

piece the day that  we launched the  repor t  said  Commission recommends  

offens ive cyber .   Yet  in  fact ,  the  commissioners  said qui te  c learly we don 't  

recommend that ,  but  we unders tand  that  given  the  nature of  the  environment  

and how i t ' s  changing,  we ma y f ind  ourselves  in  a  wor ld in  which  companies  

and o thers  begin to  take  mat ters  into thei r  own hands  because  they sense that  

there is  nothing that ' s  be ing done o n  their  behal f .  

 So I can ta lk  about  that  maybe in  more  detai l  in  a  minute ,  bu t  I ' l l  

g ive others  a  chance to  ta lk  as  wel l .  

 CHAIRMAN REINSCH:  Good.   James .  

 DR.  MULVENON:  Well ,  f i rs t  o f  al l ,  when a pol icymaker f ive  

years  ago  had  asked  me that  quest ion ,  my answer was,  ma 'am, we have an 

at t r ibut ion  problem.   We don ' t  know whether  that  is  def ini t ivel y a  Chinese 

mil i t ary int rusion actor  or  a  Romanian hacking through a  Chinese server  and  

coming to the  United States .    

 We worked that  problem very hard  for  three years ,  and we no 

longer have an at t r ibut ion  problem.   We have scads of  at t r ibut ion .   In  many 

ways ,  we have too much at t r ibut ion.   Now that ' s  not  to  say that  there won ' t  

be  fal se f lag and  other  sort  of  evolu t ions of  that  is sue,  but  that  is  not  the  

problem anymore .   We spent  the las t  two years  thinking about  what  to  do  

about  i t .  

 And a variety of  th ings  were offered along the  way,  basica l ly in  

four  main  buckets .   One was somebody said,  wel l ,  why don ' t  we s imply,  you  

know,  i t ' s  l ike nuclear  weapons,  l et ' s  jus t  have a  deterrence  pol icy,  you  

know,  and  then people  wil l  be deter red.   But  saying i t  doesn 't  make i t  so.   

It ' s  a  lot  harder  than that .   We have to  have some Cuban missi le  cr i ses  and 

Berl in  ai r l i f ts  along the way to  es tabl ish the  credibi l i t y of  that  deter rent ,  and  

as  long as  some of  our  more sensi t ive capabi l i t ies  remain  obscured,  i t ' s  very 

dif f icu l t  to  es tabl i sh that  k ind  of  a  deterrent .  

 Other  people  say,  oh,  this  is  just  a  defense problem.  It ' s  just  a  

quest ion  of  buying a di fferent  f i rewal l  and adding more  ant i -v irus  products  

and things a long those  l ines .   And as  someone who has  looked a t  this  is sue 

for  a  long t ime at  the opera t ional  l evel ,  I  can  tel l  you  the offense  wi l l  always  
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have the  advantage.   If  they only have to  f ind one way to get  in ,  the  defense 

has  to  f ind every way to  s top  them.  

 And,  in  fact ,  the  more sophis t icated people  who look a t  this  issue 

have now adopted  a completely new mind -set  which  says  per imeter  defense 

is  impossible .   You ' re going to  have advanced pers is ten t  threat  in  your 

network at  al l  t imes ,  you 're going to  have compromised hardware  and  

sof tware in  your  sys tem at  al l  t imes ,  or  you  should assume that  you  do .   

Therefore ,  you need  to  come up with s t rategies ,  and there 's  been  some very 

clever  things  that  people have come up  with  for  how you opera te  inside  a  

compromised sys tem.  So defense i s  not  the answer .  

 Other  people  say let ' s  just  scare  them st raight ,  you know, le t 's  

just  go  s teal  thei r  s tuf f ,  and  then we ' l l  come to  some sort  of  an equi l ibr ium, 

some sort  of  Moscow rules .   And as  the  father  of  two teenage daughters ,  I  

sympathize with thi s  "scare  them st raight" phi losop hy,  you know,  take them 

to a juveni le detent ion center ,  l et  them meet  some of  the residents ,  you 

know,  maybe they' l l  s tar t  obeying thei r  mother .  

 But  the problem is  that  the  Chinese al ready bel ieve that  we 're 

ubiqui tous ly int ruding thei r  networks.   So you ' re  not  changing a  mind -set ,  

and that 's  absolutely cr i t i cal .   

 So the  f inal  thing that  we 've been  looking at ,  and the one that  

rea l ly has  had  the greatest  t ract ion ,  I  th ink,  in  terms  of  Roy's  point  about  

changing the cost -benefi t  calculus - -which ,  by the way,  the  Chinese  have to  

come to  that  conclusion  themselves - -we 're not  going to  be  able  to  hector  

them through a  demarche or  some sort  of  a  cr i t ic ism or a  Mandiant  report  or  

something l ike  that ,  and al l  of  a  sudden they s lap  their  forehead  and say,  you  

know what ,  gosh,  th is  is  wrong;  we shouldn ' t  be doing thi s .  

 They themselves  have to  come to the conclusion  that  the  cost -

benefi t  calculus  has  changed,  and the way you change that  i s  you al ter  thei r  

view--unt i l  recent ly --which is  that  everything they were exfi l t rat ing was  

absolutely t rue,  and  so  I ca l l  this  the  "poison the wel l "  s t rategy.   In  other  

words,  the ex tent  to  which we begin  using honey nets  and o ther  things,  that  

they s tar t  exfi l t rat ing bad  data ,  and thei r  bureaucracy has  to  spend more  and  

more  resources  actual ly f iguring out  whether  things  are  t rue  or  not ,  and they 

s tar t  get t ing bad  informat ion  from below, a  couple of  th ings are  going to  

happen natural ly,  part icu larly in  China ,  where  the  government  are  such great  

cont rol  f reaks .  

 The f i rs t  th ing that ' s  going to  happen is  they' re  going to  s tar t  

a rranging some c ircular  f i r ing squads  at  the local  l evel ,  you  know, who 's  the  

leak ,  who 's  the  mole,  where 's  the problem?  And i t ' s  going to  lead  to  a 

tendency that  I  think is  absolu te ly cr i t i cal ,  which  is  r ight  now  we have this  

bot tom up,  grassroots ,  ent repreneurial  sort  of  cyber  esp ionage f ramework  as  

in  complete cont rast  to  our sys tem,  which is  top down and t ight  sphinctered 

and cont rol led and everything el se.  

 The more  problems they have in  that  system wil l  l ead them to 

begin  to  accelera te the  t rends toward  central izat ion  of  authori ty and 

decis ion-making.   To be a  l i t t l e  gl ib ,  I  think  the  goal  of  our  pol icy should be  
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to  make i t  as  dif f icu l t  to  get  a  computer  network explo i t  operat ion approved 

in the  Chinese sys tem as  i t  i s  current ly in  our sys tem.  

 But  next  to  every Chinese 3PLA technical  reconnaissance  bureau 

operator ,  I  want  an  audi tor ,  I  want  a  lawyer ,  and I want  someone f rom the 

IG,  just  l ike  in  our  system.  And so  that  wi l l  reduce the tempo of  the  

act iv i ty,  and the leadership  wil l  have to  weigh in  on  a  much greater  basis  

about  the  potent ial  r isks  of  that  act ivi ty .   I t  wi l l  go f rom being a Wi ld  West  

go out  and  s teal  the data  and  develop  the tools  and then  come te l l  us  what  

you 've found kind of  sys tem to  one in  w hich there 's  much greater  input  from 

above in  terms of  the r isk calcu lus  of  engaging in  that  kind of  act ivi ty.  

 So to  summarize ,  I  sor t  of  have a  hi t  them high,  hi t  them low 

kind  of  s t rategy.   Clear ly we need to  s t i l l  have dialogue,  and we s t i l l  need to  

demarche them,  and  we s t i l l  need  to  talk about  arms cont ro l  and  cyber  cr ime 

coopera t ion,  and  we need to  deal  with  Internet  governance issues ,  and al l  o f  

tha t ,  bu t  tha t  to  me is  real ly not  where  we 're  going to  get  the  t ract ion .  

 We have to  do al l  o f  that  to  m aintain the  posture.   Where we 're 

rea l ly going to  get  that  t rac t ion i s  i f  we change the leadersh ip 's  own view of  

the  ut i l i t y of  th is  ac t ivi ty.   The way to do that  is  to  get  them off  the  idea that  

this  is  ul t ra ,  that  th i s  is  th is  fantast ic  in tel l igence col l ect ion program, and,  

in  fac t ,  that  the gig is  up,  and  that  they need  to  al ter  that .  

 CHAIRMAN REINSCH:  Bruce.  

 MR. QUINN:  Wel l ,  Mr.  Chai rman,  thank you very much for  the 

invi tat ion,  and i t ' s  a  pleasure to  be here today,  apparent ly as  the only pr ivate 

company represented here today.  

 But  let  me just  begin by saying that ,  f i r s t  and foremost ,  

Rockwel l  Automation i s  a  happy par tner ,  i f  you  wi l l ,  wi th  our Chinese  

counterparts  in  China .   We've been there for  more than 30  years  now, been 

very successful  in  that  marketp lace.   We have invested.   We have a pol icy 

around the world to  t ry to  control  our in tel lectual  property and technology so 

we 've  invested  in  whol ly-owned enterpr ises ,  manufacturing enterpri ses  in  

China.  

 We've  acqui red  some companies  there in  China a s  wel l ,  and  we 

work  wi th  our Chinese par tners  around the  globe.   So,  again,  I  would s t ress  

tha t  we are  happy partners  in  working with  the  Chinese and we 've been very 

successful  in  that  marketp lace,  and  we wil l  cont inue to  do that ,  I  think .  

 Secondly,  we vi ew the  cyber  secur i ty issue as  a  global  one ,  and 

so when we look a t  i t  as  a  company,  we don 't  speci f ical ly think  about  a  

part icular  count ry target ing us .   We don 't  have the ab i l i t y to  determine for  

ourselves  where  the  at t r ibut ion comes f rom.  We only know that  our sys tem 

is  being probed or  looked at  or  something has  been put  into  i t  possib ly,  and  

we have to  invest igate that .   

 I  think my o ther  point  would  be that  f rom our  point  of  view 

companies  themselves ,  private companies  in  the U.S. ,  p robably have the 

burden  of  protect ing thei r  intel lectual  property themselves .   Since our 

company came about ,  we 've  been protect ing our  intel lec tual  property.   

Regardless  of  how that  in te l lec tual  property is  being s tolen or  that  someone 
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i s  t rying to  s teal  i t ,  we 've  protected  i t  f rom al l  means ,  not  just  cyber ,  but  al l  

means.  

 And so I think i t 's  up to  companies  to  ident i fy for  themselves ,  

for  example,  what  are the  family jewels ,  what  are we t rying to  protect ,  what  

makes us ,  what  our dif ferent iator  is ,  and what  makes us  success fu l  in  the 

world  versus  our compet i t ion .   We need  to  protect  th ose most  closely,  and in  

doing that ,  we have to  determine where  a potent ial  th reat  might  be anywhere  

in  the  world ,  and do  we want  to  forward  move that  in te l lec tual  proper ty 

that 's  so importan t  to  us  into  that  environment?  

 In  our  case ,  we probably don 't  want  to  do that ,  and we maintain  

that  importan t  intel lectual  property back in  the  United  States ,  not  to  say that  

tha t  can ' t  s t i l l  be broken into now, par t icularly with  this  new threat  f rom 

cyber  securi ty.   

 So,  again,  our  point  of  v iew,  is  that  i t ’s  a  global  problem.   We 

also feel  that  companies  real ly do have the  burden of  protect ing thei r  

intel lectual  property.   I  th ink  where  we want  to  turn to  the government  for  

ass is tance is ,  number one,  infor mat ion .   We do need to  level  the playing 

f ield .   We know that  the U.S.  government  has  s ignif icant  resources  that  can  

ass is t  us  in ,  number  one,  ident i fying potent ial  th reat s  and let t ing us  know 

where  the  greatest  threats  global ly are  to  the  theft  of  our in t el lectual  

property.  

 Secondly,  i f  they've  ident i f ied where those threats  are  coming 

from,  they can  a lso  help us  understand  the  technologies  that  those persons  

are  using to  t ry to  s teal  our intel lectual  property;  they can  explain  to  us  what  

some countermeas ures  might  be that  we can undertake  with in our  company to  

best  protect  ourselves .   So we get  an  idea of  where the danger is  at  and  then 

how to protect  ourselves  based on the government 's  best  possib le  advice .  

 When I work  overseas ,  and I,  as  a  private ci t i zen,  go up to  the  

U.S .  Embassy,  I 've  only got  a  couple of  contacts  that  I  can rea l ly go  to .   One 

of  them is  the Commercial  Service at  embassies ,  maybe in  some count r ies  i t ' s  

going to  be an  Economic Officer  that  works on  behal f  of  the Commercial  

Service.   They provide  th ings l ike,  you know,  giving people  int roduct ions to  

agents  and dis t r ibutors  in  the  count ry.   They are  very necessary tasks ,  bu t  

i t 's  a lso  somewhat  f luf fy.  

 What  would be  nice  is  to  al so  be ab le  to  get  a  brief ing when 

you 're  a t  the embassy the re on the potent ial  th reat  that  might  be occurring to  

your company and to your intel lectual  property in  that  country .   The U.S.  

government  doesn 't  share  that  informat ion within  i t se l f .   So  the Commercial  

Officer  i s  not  going to  have access  to  what  DoD has or  to  what  NSA has  or  to  

whatever agency i t  i s  that  has  that  data.   That  isn ' t  even  shared  internal ly so  

then i t  can ' t  be  provided to  us  in  a  class i f ied  or  non -classi f ied  envi ronment .  

 So I think helping us  level  the playing f ield as  much as  possible 

wil l  give us  a great  leg up at  protect ing our intel lectual  property.    

 I  a lso think that  thi s  is  a  problem that  companies  need  to  

manage.   It ' s  going to  ex is t .   The technology to at tack us  does outs t r ip  our 

defenses  and always  wil l .   We're not  a  government .   W e can ' t  pu t  defenses  up 
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so high that  we can ' t  do  business .   We have to  s t i l l  be  able to  do business  

with  the  publ ic  and  with  our  cus tomers ,  and so  there 's  a  l evel  of  defense  that  

we can put  up,  and  then there 's  a  level  we just  can ' t  go  beyond.  

 But  you can  s t ra tegize about  how to  handle  these  th ings .   

Looking at  each country individual ly,  we can  determine how best  to  protect  

tha t .   For example ,  in  China,  one of  the  things  I do i s  I  take a look at  the - -

very s imply speaking-- I 'm not  going to  get  too technical  here- - I look at  the 

Chinese  Five Year  P lan ,  and the Five Year Plan  pret ty much tel l s  me what  

the  Chinese are going to  be focusing on.   Part  of  that  mos t  recent  Five Year  

Plan  talks  about  how the  Chinese would l ike  to  see greater  innovat ion  and  

investment  in  thei r  indust r ial  au tomation sector  so  I know that  they want  to  

become compet i tors .   They would l ike to  see a nat ional  champion,  a  Chinese 

nat ional  champion company r ise  up  and compete with my company,  Seimens,  

Schneider ,  etc . ,  a l l  the  large  mult inat iona l  automat ion providers  in  the  

world .  

 So I know that ' s  going to  happen.   China then ident i f ies  key 

nat ional  p layers  to  be  those companies ,  and they put  resources ,  R&D money,  

seed  money,  they incubate  this  company to become successful .   Those  

companies  then  approach  us  di rect ly and say,  hey,  we 'd l ike to  partner  with  

you,  hey,  we 'd l ike to  buy your technology,  we 'd  l ike  to  work  wi th you,  and  

that 's  one  area that  I  can  manage.   I  might  jus t  work  with  one of  those  r is ing 

nat ional  champions to  be  a  partner  with  them, get  to  know them a l i t t l e  bi t  

bet ter .  

 The long and the short  of  i t  i s  that  i f  there 's  going to  be  a  

leakage of  our intel lectual  property,  a t  the  end  of  the day,  i t  wi l l  come out  

and be  vi s ib le  to  us  through one of  those nat ional  champions at  the en d of  i t ,  

and then what  do you have?   You merely have a case of  a  private  company or  

a  s tate-owned enterpri se ,  ei ther  one,  that ' s  now possibly s tolen ,  i f  we 've  

ident i f ied  i t ' s  s to len ,  our  in te l lec tual  proper ty  or  there 's  a  t rademark 

violat ion .  

 And we can address  i t  as  we would any other  t rademark  or  

intel lectual  property violat ion  that  we 've  found around the  world,  and  we 

would  do  that  through legal  means and through the help  of  the  U.S.  

government  obvious ly,  in  the way that  we would handle  any t rademark 

violat ion  or  s tolen inte l lec tual  property vio la t ion that  we found.    So I guess  

that 's  how I would begin i t .   I 'd  certainly have other  sugges t ions and ideas .  

 CHAIRMAN REINSCH:  Okay.   That 's  good.   I  want  to  a t  some 

poin t  get  back  to  Roy to  talk about  the Commission 's  recommendat ions ,  but  

both  Mike and Dennis  had a comment  so  go  ahead.  

 COMMISSIONER WESSEL:   I 'd  l ike to  divide  the  quest ion a 

l i t t l e  bi t  because,  in  par t ,  J ames,  what  I  heard  you talking about  is  more 

governmental  assets ,  and ,  Roy,  your  discus sion I think ,  in  part ,  i s  the private 

sector .   And as  the  Commission,  our  job is  to  advise Congress  on not  only 

the  scope of  the problem --we 're  not  going to  ta lk about  tha t  here - -but  

recommendat ions  on  solut ions .    

 Talking to  a  lot  of  private  sector  enter pr ises ,  un less  you 're  a  
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Rockwel l  or  a  major  company,  you may ei ther  not  see yoursel f  as  a  h igh  

value target  or  you 're smal l  enough that  you 're  not  going to  expend the  

resources  on perimeter  defenses ,  e t  cetera .   But  you 're  a lso  going to  be 

scared to  death about  tel l ing the  publ ic  that  your  intel lectual  property has  

actual ly been s tolen .  

 So,  a  couple of  ques t ions.   What  I heard  you were talking about ,  

James ,  was  more about  governmental  asset s  because the  cos t  is  in  that  sense .   

Your  Commiss ion was  focused ,  I  bel ieve,  a  lo t  more  on the  private sector  

and the  hundreds of  bi l l ions of  dol lars  of  IP  that ' s  being s tolen.  

 How do you address  the problem of the at t r ibut ion  in  the  sense of  

a  company doesn 't  want  to  tel l  Wall  St ree t  tha t  i t ' s  IP  has  been  s tolen  

because  that ' s  a  huge hi t  on  thei r  s tock?   They often f ind  out  af ter  the cat  is  

out  of  the  bag,  et  ce tera.   I  found some of  the recommendat ions  of  the 

Commission sort  of  t rying to  address  i t  in  a  way that  I  don ' t  think  companies  

are  ac tual ly going to  back  you up ,  i f  you wil l .  

 So,  again,  sort  of  real  l i fe  private  sector .   Governmental  asset s  I  

think are  one t ranche,  but  we 're also talking about  broader private sector  

issues .  

 MR. KAMPHAUSEN:  A couple thoughts .   I  think you 're  exact ly 

r ight .   We've had a fai r  amount  of  pushback  from companies ,  ei ther  

individual ly or  through associa t ions,  s ince the Commission  report  came out .   

And I would  characterize  them in  a couple of  ways .   The f i rs t  i s  l et ' s  avoid  

doing harm or,  in  the f i rs t  instance,  do no harm.  Don ' t  make a s i tua t ion 

worse by the kinds  of  things that  you  recommend or  that  you advocate for  on  

the  Hil l  o r  in  the adminis t rat ion ,  and the commissioners ,  I  think ,  were  very 

sensi t ive to  that .   

 We also found that ,  though,  in  paral lel ,  companies  are ,  for  the  

reason you talk  about ,  unwil l ing or  unable  to  speak to  tel l  thei r  own stories .   

So,  in  some respects ,  the Commission found i tsel f  advocat ing on  behal f  of  a  

broad cross -sect ion  of  sectors  and  companies  who wouldn ' t  necessari l y 

associate themselves  with  the recommendat ions  that  the  Commission  came up 

with ,  and that ' s  kind of  a  funny space to  be in  af ter  the fac t ,  then,  when you 

talk about - -  

 CHAIRMAN REINSCH:  Wait  a  minute.   The y wouldn ' t  publ icly 

associate themselves  with  them or they don ' t  agree with them privately?  

 MR. KAMPHAUSEN:  They cer tainly wouldn 't  publ icly 

associate .   Because  they were  unwi l l ing  or  unable to  talk  about  the scope of  

the ir  own problems to the  ex tent  tha t  would  have been  most  helpfu l ,  we 

ended up  then  advocat ing in  posi t ions  that  they wouldn ' t  agree with  even  in  

private af ter  the  fac t .   That 's  kind of  a  funny space  to  be in .  That 's  one 

poin t .   

 The other  point  i s  the  commissioners  were  very taken  wi th  the  

problem that  you ta lk about ,  Mr.  Wessel ,  and  that  i t  i s  that  there are b ig 

companies  that  on scale suffer  the most .   But  there  are  a lso  smal l  and  

medium-s ized companies  that  relat ive  to  the  s ize of  thei r  network  suffer  far  

more ,  and in  many cases  cease  to  ex is t .   That 's  the par t  I  don 't  think  we were  
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able  to  address  as  effect ively as  we had  hoped we would  have been  able to .  

 In  the recommendat ions ,  one of  the  th ings we d id  in  response  to  

that  was to  avoid put t ing in  our  cyber recommendat ions as  a  sort  of  l aundry 

l is t  o f  helpful  things to  do.   In  fact ,  we judged that  would  undermine the 

s t rength of  the report  and would,  in  fac t ,  encourage people  to  think they 

could  get  by with  the sort  of  passive  vulnerabi l i t y mit igat ion s teps  that  

James  has  said and the  com missioners  f i rmly bel ieve just  wi l l  not  protect  

you  in  the  end  i f  you are  a  target .  

 So,  you  ought  not  have a  fal se sense of  securi ty i f  you ' re a  smal l  

or  medium-sized  enterprise,  but  then  that  appears  to  say,  then,  what  the  

Commission is  arguing is  every f i rm needs to  have a big cyber secur i ty 

consul tant  ent i t y that  advises  i t ,  and they certainly wouldn ' t  agree  wi th that  

as  wel l .  

 But  that  then leads to  a d iscussion of  how you can use your  own 

means to  protect  what  is  yours .  And the  commissioners  were qui t e  taken--

this  gets  to  some of  the  fol low -up recommendat ions - - the  commissioners  were 

qui te taken  wi th the  not ion,  albei t  wi th caveats  and  quest ions,  bu t  they' re  

qui te  taken  wi th the  not ion that  there ought  to  be  some paral lel  

understanding of  legal  pro tect i ons afforded  you in  cyberspace  as  there  are  in  

the  phys ical  world .  

 In  other  words ,  i f  something is  taken  f rom you,  you  have certain  

r ights  pertain ing to  i t .   I t  doesn ' t  cease to  be  yours  when i t  has  lef t  your  

network,  for  instance,  and  so  you ought  to  hav e some protect ions that  you  

don ' t  current ly have,  and  there are a couple of  ways  that  goes .  

 One i s  to  say you can bui ld in  protect ions into  a packet  of  

informat ion that  you can then  act ivate once  i t  l eaves your  network,  ei ther  

disabl ing the  informat ion or  in  a more  ex treme case  doing harm to the 

network that  i t  f inds i tse l f  in .  

 That 's  not  l egal  current ly,  and the  commissioners  were  wel l  

aware of  that .   They 're arguing,  though,  tha t  absent  our movement  to  a 

discussion of  what  this  changed environment  means ,  some companies  who 

have suffered great  loss  may say what 's  the  harm in us  taking mat ters  into 

our own hands?   We had some say that  to  us  in  effect .  

 So one has  to  proceed  wi th  due di l igence with regard to  civ i l  

l iber ty protect ion and pr ivacy protect ions .  I  mean these are  the kind of  

nat ional  f igures  that  you would  expect  would  be concerned  about  those  sort s  

of  things,  but  at  the  end of  the  day,  they a lso said we ought  to  not  be  more 

concerned about  the  securi ty and  in tegr i t y of  the network  that  has  taken 

something from us  than we are  about  the informat ion and the network f rom 

which  i t  was taken.  

 COMMISSIONER WESSEL:   Let  me operat ional ize i t ,  and  le t 's  

take  thi s  umbrel la .   Let ' s  say that  the  expansion mechanism,  whatever ,  the IP 

of  that  is  key.   The Chinese  go  in to your computer ,  t ake  the  IP ,  the  des igns 

and everything el se  you were talking about ,  informat ion qua informat ion  and 

not  the f rui ts  of  tha t  informat ion ,  i f  you wil l .   We have some remedies .   337  

al lows you to  s top ,  you  know, the f rui t  of  the pois onous t ree coming over  
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here,  bu t  we 've  seen  no  wil l ingness  of  the  Chinese when we have asked  them 

to.  When we take  ev idence to  them on the  theft  of  our IP and how i t ' s  being 

used in  thei r  market ,  we 've seen l i t t l e  evidence of  thei r  wi l l ingness  to  do  i t .  

 Unders tanding you have good relat ionships  with  China,  have you 

ut i l ized  the  legal  system there,  and  what  has  been the product  of  tha t  for  

you?  

 MR. KAMPHAUSEN:  A couple thoughts .   Fi rs t ,  enormous 

s t r ides  have been made within the  Chinese legal  sys tem with regard to  

protect ion of  intel lectual  proper ty and then enforcement  ac t ions  once  cases  

are  brought .    

 Second,  a  very smal l  proport ion of  the  cases  brought  in  Chinese  

cour ts  are brought  by in ternat ional  actors .   They're  almost  al l  Chinese 

internal .   And whether  there 's  a  degree of  sel f -se lec t ion there or  there 's  a  

sense that  you 're  never going to  get  redress  wi thin the Chinese sys tem,  the 

rea l i t y is  the  percentage  is  very,  very low.   It  could be  higher,  and actual ly 

according to  the fo lks  who talk with us ,  t he l ikel ihood of  success  is  

increasing i f  the  meri ts  of  the case so  warrant .  

 But  I think the other  part  of  that  is  i t 's  a  sys tem that 's  reforming 

and get t ing bet ter .  The other  part  the  Commission sa id is  in  the  conduct  of  

the  report ,  i t s  research  and  i ts  wri t ing,  there i s  an  in tent ional  ef fort  to  focus  

i t  on American interest s  and speak to  the American people  and American 

leadership .   In  fact ,  the  f i rs t  sentence of  the repor t  says  “we present  thi s  

report  to  the  American  people for  thei r  considerat ion . ”  

 There 's  acknowledgement  that  there 's  huge impact ,  in  ef fec t ,  

tha t 's  ca l led for  on the  part  of  Chinese leadersh ip and Chinese  companies .   

There  was  an  intent ional  ef fort  to  say that  would  take  place in  fol low-on 

effor t  tha t  we were not  going to  manage the out reach as  par t  of  the 

development  of  the report .   So given part icu larly who the  two co -chairs  

were,  there was an understanding that  you  don ' t  make progress  in  China just  

by naming and shaming and  poking people in  the eye ,  but  that  we would  

sequence those  ef forts ,  and that  the f i rs t  would focus on  the del ivery or  the 

report  i t sel f .  

 CHAIRMAN REINSCH:  Bruce,  do  you agree with  what  he said 

about  companies  there?  

 MR. QUINN:  Wel l ,  I ' l l  ment ion  a  couple of  th ings.   I  think the  

f i rs t  part  of  i t  was  d iscuss ion  be tween companies  and the government  and the 

reluctance on  the  part  of  companies  to  talk  to  the  government .   I  completely 

agree.   We’ve  always had  th is  problem. I was a  diplomat  in  China for  f ive 

years  working on the commercial  s ide,  and then in  a  private co mpany for  

another  f ive  years ,  and we 've  a lways  had th is  problem.  

 Well ,  come to  us  and tel l  us  about  your t rade issue .   Come to us  

and tel l  how you 're being hurt .   And then they' l l  t el l  us  about  i t  in  private ,  

and then when you s tar t  to  put  i t  on a piece  o f  paper,  no ,  no ,  no,  don 't  do 

that .   So  that  is  a  problem,  and so what  I would  say about  that  is  that  we 

rea l ly,  u l t imately,  f rankly,  need  to  get  to  a  point  where the  government  i s  

our doctor  or  our lawyer  when i t  comes  to  sharing this  t ype  of  informat ion .   I  
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think i f  you  look at  the  comments  that  a l l  o f  the main bus iness  associat ions  

and organizat ions  here  in  town,  I would  say that  we support  the Business  

Roundtable 's  posi t ion on  the cybersecuri ty b i l l  here  in  the United States ,  for  

example,  and  we have a  posi t ion on that .  

 We need  to  come to  that  p lace  where we can  t rust  the 

government ,  and  that 's  not  only the  government  saying,  yeah,  they want  a  

protected force,  bu t  then  suddenly they' re FOIAed,  or  there 's  another  publ ic  

access  to  that  informat ion .   There needs to  be a  level  of  comfort  between the 

companies  and  the  government  i f  we ' re going to  be able  to  share  that  kind of  

informat ion.  

 And I think i t 's  cr i t i cal  to  get t ing to  thi s  is sue.   I  mean i f  we 're 

not  sharing informat ion ,  we just  have what  we have,  and best  pract ices  

cannot  be shared then .   So that ' s  one point .  

 I  think as  far  as  this  commercia l iza t ion of  s tolen intel lectual  

property and  the use  of  i t  in  China and things l ike that ,  I  would say,  f i rs t  and  

foremost ,  we 've been very lucky.   We have not  been  hi t  by this  in  China 

today.   I  think  that  has  to  do with the technology level  of  our products ,  the 

fac t  tha t  our products  do not  t end to  work  individual ly or  by themselves .   

They work within  a system so  i t  requi res  a  long l ine of  technologies  that  

need  to  be  developed.   So  i t ' s  not  just  knocking off  one  of  our products ,  

s t i cking into a factory sys tem and making i t  work .   That  doesn 't  happen.  

 Also,  I  want  to  say something about  the  sophis t icat ion of  our  

customers  in  China.   Chinese companies  today want  to  be world class .   They 

want  to  be the most  eff icient .   They want  to  make a  product  as  fas t  and as  

cheaply as  anyone e lse  in  the  count ry.   China is  moving away f rom the 

business  they d id in  the past ,  which  is  the  low end assembly plant .   They 

don ' t  want  to  be  that .   They'd  ra ther  see  that  in  Vietnam today or  Cambodia 

or  Malays ia  or  someplace el se.  

 They want  to  be  an advanced manufacturer .  They're  not  going to  

purchase knocked -off ,  untes ted,  cheap factory automation.   So they' re  going 

to  turn to  legi t imate  suppl iers  for  those  things unt i l  one of  thei r  nat ional  

champions has  got  thei r  t echnology up  to  a part icular  l evel .  And again,  

watching the r ise  of  that  nat ional  champion is  where you 're  going to  see  any 

leakage of  intel lectual  proper ty,  and  then  once  yo u see  that ,  at  that  level  that  

nat ional  champion begins  to  ut i l ize ,  le t ' s  say,  l eaked or  taken  s tolen 

intel lectual  property,  then  you can  ef fect ively go  after  that .   I  agree with 

Roy that  the IP cour ts ,  par t icularly in  China,  have real ly got ten bet ter .  

 I  mean i t ' s  not  perfect  ye t ,  but  cer tainly there  has  been  a  lot  of  

effor t  on the part  of  the USG to work  with these intel lectual  property courts .   

They're  separa te  from the other  court  systems in China ,  and they have 

become more usable .   I  think when you do your  contract ,  you always  ta lk  

about  of fshore  arbi t rat ion.   That  hasn ' t  changed,  but  we have found that  the 

cour ts  have been ci t ing more and more  on behal f  of  foreigners  in  the 

count ry--not  always .   There are  s t i l l  problems,  but  again i t  has  become a 

venue that  you  can turn to .  

 CHAIRMAN REINSCH:  Dennis ,  do  you want  to  come in?  
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 VICE CHAIRMAN SHEA:  Well ,  maybe my quest ion wil l  e l ici t  

more  informat ion  about  Roy's  report ,  and I know you want  to  get  there.  

 Fi rs t  o f  al l ,  I  want  to  congratulate the Commission  on the report .   

I  think i t  was a t remendous publ ic serv ice and,  par t icularly,  not  only the  

focus,  bu t  the  fact  that  you  out l ined a set  of  pol icy prescrip t ions.   You 've 

provided a menu of  opt ions  for  people  in  the  Congress  and  the  adminis t rat ion  

to  consider .   

 Now with that  said,  you  say the  problem is  about  a  $300 bi l l ion 

problem in  very approximate terms .   You agree  with  Kei th Alexander  that  

this  is  the greates t  t ransfer  of  weal th in  human his tory.   Now that 's  a  pret ty 

big s tatement .  

 Then I 'm going to  re ad,  Roy,  f rom your  report ,  because when I 

read i t ,  I  said  "r ight  on ,  this  is  exact ly r ight . ”   And you h inted  a t  i t  in  your 

opening remarks.   You say the Commiss ion regards changing the  incent ive 

s t ructure for  IP  thieves to  be  the  paramount  goal  in  reducing  the  scale and 

scope of  IP  theft .   S imply put ,  the  condi t ions that  encourage  foreign  

companies  to  s teal  American intel lectual  property must  be changed in  large  

part  by making theft  unprofi table .  

 The s tar t ing poin t  i s  the recogni t ion  that  access  to  the  Ame rican 

market  is  the s ingle -most  important  goal  of  foreign f i rms seeking to  be 

internat ional  corporate leaders .  And bas ical ly you 're  saying that  you  have to  

make the  cost s  exceed  the benefi ts  of  engaging in  thi s  behavior .  But  then I 

read your  pol icy respons es  to  make the  costs  exceed the  benefi t s .   You talked 

about  speeding up the  337 process ,  providing more resources  for  the  FBI,  

and giving the Treasury the au thori ty to  exclude companies  f rom the banking 

system--as  i f  the  Treasury is  going to  be very ac t ive  in  doing that -- I jus t  fel t  

disappointed .   I  fel t  that  the proposed  responses  to  achieving your  goal  of  

making the  cos ts  exceed the benefi ts  didn 't  real ly get  there .  

 So,  I 'm wondering,  tel l  me how I 'm wrong.   Or  maybe there  are 

other  things you considered  but  u l t imately didn ' t  put  in  the  report  as  a  

Commission recommendat ion.  

 MR. KAMPHAUSEN:  I  th ink  i t ' s  a  fai r  comment  and  

observat ion .   I  have a  couple responses .   The f i rs t  i s  the commissioners  were 

mindful  tha t  there ought  to  be  a  kind  of  graduated  seri es  of  responses  to  the 

problem, not  exclus ively to  Chinese ent i t ies ,  a l though the commissioners  

judged that  China  is  the or igin of  a  large propor t ion of  the problems that  we 

face ,  but  that  i t  ought  to  be  s teps .   So some of  the recommendat ions  are f i rs t  

s teps .   In  fact ,  they phased  them to  occur over the  short ,  medium and long -

term.   Even within each category,  there are  some that  are  more s t r ingent  and  

others  that  are more  early s tage  recommendat ions.   That 's  the f i rs t  point .  

 You have to  be mindful  of  the  e nvi ronment  in  which the  

recommendat ions  are taking place .   You have companies  that  are very 

successful - -Bruce said ,  “lucky.”   I  think i t ' s  maybe par t l y that  and  part l y 

great  management ,  but ,  in  any case,  you can ' t  do harm to  the  whole  sys tem 

by immediately inst i tut ing the most  s t r ingent  measures .   

 Then the commissioners  said  there are o ther  things we could  do ,  



14 

 

and in Chapter  14,  as  I 'm sure you 've  read ,  are  the  things that  they 

considered  and  ul t imately d id  not  recommend.  

 VICE CHAIRMAN SHEA:  S lade  Gor ton.  

 MR. KAMPHAUSEN:  And Slade,  Senator  Gorton 's  is  in  there  as  

wel l .   

 The commissioners  judged that  i f  we accurately assess  what  is  

most  desi red  by those  r i s ing,  global ly aspi r ing companies ,  we accurately 

judge that  i t  i s  operat ing wi thin the  U .S .  market  and operat ing using the U.S .  

banking sys tem,  for  ins tance ,  i f  you judge that  r ight ,  i t s  impact  on  behavior  

wil l  be immediate  and s igni f icant .   If  you think about  the  use  of  an t i -

terrorism f inance,  for  instance,  which i s  real ly the or igin of  the idea  that  we 

could  use  the  banking sys tem to deter  i l legal  behavior ,  that ' s  going to  

at tempt  to  pers is t  us ing al ternat ive means.  

 Well ,  i t ' s  qu i te  the  cont rary in  this  case .   We have companies  

that  want  to  operate  and do  so legal ly and make money in  the  pr ocess .   The 

idea  that  they might  somehow be l is ted and prevented  f rom operat ing with in 

the  American  market  would have a huge preemptive  deter rent  effect ,  the  

commissioners  judged.   And so  i t  wi l l  t ake a  period of  t ime,  but  I  think  they 

judged that  we need  to  begin the process  and  then s tep up  the  pressure  as  

they move a long.   And that ' s  not  ent i rely sat i sfying to  you,  I  can  tel l ,  f rom 

the  look  on your face,  but  that ' s  how they thought  about  i t .  

 VICE CHAIRMAN SHEA:  No,  I mean you look a t  Iran 

sanct ions.   I 'm not  an expert  on  Iran sanct ions ,  but  there always  seems to  be 

an  ex t reme effor t  on  the part  of  the Adminis t rat ion  to  exclude,  to  make 

except ions rather  than  to  sanct ion  companies ,  and Sinopec i s  a  major  player  

and a major  p layer  in  sel l ing refined pet ro leum to Iran,  and  they've  never  

been ,  as  I recal l ,  sanct ioned.   So ,   again,  your  report  was  such a valuable  

document  because whether  people agree or  di sagree  wi th individual  elements  

of  i t ,  you actual ly a t tempted  to  lay out  a  pol icy response .   So I thought  i t  

was ex tremely helpful  in  that  regard.  

 CHAIRMAN REINSCH:  I  want  to --do  you want  to  add  

something,  James,  and then  I - -  

 DR.  MULVENON:  Well ,  jus t  a  couple of  react ions  to  what  we 've 

been  talking about .   My company,  I  actual ly was  appoin ted  the CIO and CSO 

of  my company because I was the only person who gave a damn,  and  the 

COO wrapped his  arm around me and sa id i t ' s  on ly a  smal l  reduct ion in  

salary.  

 And I ex tensively share informat ion wi th the  U.S.  government .   I  

have a deep and abiding and a long - term relat ionship with the  FBI.   Now,  

admit tedly,  I 'm a  smal l  company,  we 're not  publ icly t raded,  and I don 't  have 

seven layers  of  lawyers  s i t t ing on top  of  me.   The boss  jus t  said  share what  

you need  to  share,  and I al so  ex is t  wi th in a class i f ied defense  cont ractor  

framework  that  af fords  me certain  protect ions  and  gives  me certain  channels  

for  get t ing data that  other  people  don ' t  have.  

 But  what  I consis tent ly hear  from companies  i s  very s imilar  to  

what  Mr.  Quinn  is  saying in  the  sense  that  they want ,  they wan t  some s ignal  
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from Congress ,  and I think the Commiss ion,  when I t es t i f ied  before  the  

Commission in  sunny Seat t le ,  we talked  about  this  at  l ength ,  they want  some 

sor t  of  indemnificat ion that  says  i f  we share informat ion wi th the  U.S.  

government ,  that  that  w i l l  then not  resu l t  in  some sort  of  an  SEC problem or  

some sort  of  DOJ problem because we 've now shown that  we 've  had some 

loss  in  shareholder  value that  i s  going to  have some impact  upon us .  

 And that 's  the  thing,  that ' s  one  th ing that  I 've been looking  f or  

on the congress ional  s ide  that  I  have not  seen.  

 COMMISSIONER WESSEL:   But  let  me ask a  quest ion here .   I  

apologize for  interrupt ing.   And I agree  with you,  but  how do you then take  

that  to  the operat ional  s ide?   The umbrel la  guy --  

 DR.  MULVENON:  Right .  

 CHAIRMAN WESSEL:   --goes  to  the  federal  government ,  the  

government  says  okay,  thanks for  sharing,  we 're  going to  go do something 

about  i t .   They go  to  the  Chinese and say you 're  s tea l ing th is ,  the Chinese  

say no,  what 's - -  

 DR.  MULVENON:  Well ,  I  mean I do bel ieve  in  s t rategic  naming 

and shaming in the fol lowing sense,  which  is  to  say --  

 COMMISSIONER WESSEL:   But  then  that  company i s  outed .  

 DR.  MULVENON:  Right .   But  the  more important  point  is -- I 'm 

not  even concerned about  that  one  company--but  we need to  create a 

const i tuency of  people  in  China who want  to  succeed  but  are being harmed 

by government  cyber espionage efforts  that  they had nothing to  do with.  

 In  other  words ,  the  companies  and  the  c ivi l i an  univers i t i es  tha t  I  

could  name today that  are known  players  in  the  cyber  espionage,  ei ther  as  

cont ractors  to  the mil i t ary or  the  s tate securi ty apparatus  or  are bui lding the 

malware  and  the  tools  tha t  are  being used by those  guys ,  the  ex tent  to  which  

they get  on a  denied  ent i t i es  l i s t ,  and  they can 't  get  v i sas ,  and those  

professors  can 't  get  fel lowships ,  and  they can ' t  come to  the United States ,  

again,  thi s  i s  about  changing the cost -benefi t  calculus  on the  Chinese s ide 

rather  than some sor t  of  gaia tsu  from the outs ide that  is  exogenously t rying 

to  hector  them about  i t .  

 I t ' s  only--you know,  we always  say,  and  I bel ieve  there i s  a  lot  

of  t ruth to  i t ,  that  the Chinese  wil l  begin to  pro tect  intel lec tual  property 

when they have in te l lectual  property to  protect ;  r ight?   And thi s  behavior  

wil l  only be curbed when  there i s  a  cons t i tuency with in China  that  is  feel ing 

the  pain of  what  other  people are doing.  

 Now,  you have to  be s t rategic about  i t .   I t ' s  very l ikely that  very 

large s tate en terpri ses  in  China have been  di rect  benef ic iar ies  of  some of  th is  

informat ion,  the S inopecs,  the Sinochems,  the people  on  that  sca le .   The 

level  of  interdependence that  those  companies  have with foreign 

mult inat ionals  in  deals  r ight  now would  be sel f -defeat ing in  some cases  to  go 

after  those guys ,  and th is  has  been an intense topic  of  discussion  wi thin our 

government  about  whether  to  go down that  road .  

 We also need to  make one fol lowing dis t inct ion  that  we haven 't  

made today that  I  th ink is  absolutely cr i t ical .   I  divide  commercial  espionage 
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into  two basic buckets ,  one which i s  sens i t ive business  informat ion ,  which i s  

you  break into a major  mult inat ional  o i l  company's  c -su i te  e -mai l ,  you  f ind  

their  bid pr ice  on  a t ract  underneath the  water  in  the  South  China Sea,  and 

the  Chinese company comes  in  $100 less ,  and they win the bid;  r ight ?   That ’s  

immediately ac t ionable .  

 What  I 'm less  confident  about  i s  this  chain  of  custody on s teal ing 

IP ,  and  I agree  with  Mr.  Quinn  about  highly complex  s tuf f ,  but  even s impler  

s tuff ,  even source code,  you  know,  because of  the lack of  U.S.  company 

disclosures ,  i t ' s  been very di f f icul t  for  us  to  be  able  to  ident i fy a  number  of  

use cases  where something was s tolen via  cyber espionage,  i t  was  al located 

to  a designated  nat ional  champion in China,  who then  reverse engineered  i t  

successful ly,  was  then  able to  pr oduct ize i t ,  market ize  i t ,  and then show a  

calculable  loss  of  U.S.  company market  share  in  China and then loss  of  

market  share global ly.  

 And I do bel ieve that  thi s  push s ince 2006 for  indigenous 

innovat ion,  which  I rea l ly think  is  f rankly coterminous with  where we saw 

the  Chinese int rusion set s  s tar t  go ing af ter  commercial  t argets ,  and as  an 

intel l igence off icer ,  I  don 't  bel ieve in  coincidences,  i t ' s  s t i l l  no t  clear  to  me 

that  s ta te -driven  R&D is  not  an ox ymoron on the level  of  jumbo shr imp or  

mil i t ary int el l igence,  and  despi te  my Ir ish her i tage,  the only good news that  

I  have coming to thi s  s tory i s  that  the Chinese have not  shown me yet  that  

they are  capable  of  s teal ing highly complex  advanced  technology,  reverse  

engineering i t ,  and get t ing even the  f i rs t  generat ion 's  benef i t  f rom i t ,  and  

then I 'm even more  skept ical  that  they could  then cont inue to  innovate 

beyond that  s ince they didn ' t  develop the technology organical ly with in thei r  

system, and which would  then  l ike ly have to  lead them to s teal  the  next  

generat ion  after  tha t .  

 And so most  of  my focus has  been with companies  is ,  you  know, 

cont inue to  maintain your own innovat ive  R&D here,  protect  the crown 

jewels ,  and  then seek remedy in  speci f ic  cases  where  you know that  

part icular  naming and shaming woul d bui ld  that  const i tuency inside China  

that  would  have the desired long - term effect .  

 CHAIRMAN REINSCH:  There are several  threads that  I  think 

are  worth  unravel ing a l i t t l e  bi t  more,  and I want  to  ment ion three of  them 

and then pursue  one of  them.  One i s  the i ssue  of  government ,  U.S.  

government -private  sector  cooperat ion .   I  have a  thought  about  that  I  want  to  

share  wi th you.    

 The second one is  how you actual ly implement  something.   

Naming and shaming is  easy to  implement  --  you name and hope they' re  

shamed - -  but  i f  there 's  going to  be ,  as  was recommended,  some kind  of  

act ion,  some k ind  of  sanct ion at tached to the  naming,  then you get  into a 

whole  host  of  implementa t ion quest ions  l ike the cr i ter ia  used for  doing that ,  

and there  are  suff ic iency quest ions  and things that  I  think  we ought  to  spend 

a few minutes  on.  

 The thi rd  thread that  I  want  to  come back to  probably las t  i s  one 

that  Dennis  raised in  hi s  reference to  Iran ,  which i s  an  area  where I 've  done 
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a lot  of  work  wearing my o ther  hat ,  which  is  that  our  pol icy there  is  a  

ref lect ion  of  the fac t  that  we have a  mul t i la teral  problem,  not  a  uni la teral  

problem.  

 And i t ' s  related  to  how do we bui ld  mul t i la teral  suppor t  for  what  

we want  to  do?   I  would  argue thi s  i s  a  mult i l ateral  problem, too .   We are not  

the  only people that  are vict ims here,  and the Chinese  are not  the only people  

that  are  engaging in  the act ivi ty.   What  are  the  implica t ions?   Every t ime we 

do something uni latera l ,  there  are  other  impl icat ions.   How do we or  should 

we t ry to  mult i l ateral ize  this  problem?  And i f  so ,  how do we do that?  

 But  that ' s  the  th ird thread ,  and I hope we can  pursue i t .   We have 

plenty of  t ime to pursue  al l  th ree  of  them.  

 Let  me come back  to  the  f i rs t  one,  on cooperat ion,  and  ul t imately 

ask a quest ion ,  but  t el l  a  s to ry.   One of  the  pro ject s  that  I 've been involved  

in ,  again ,  wearing another  hat ,  i s   an  ef fort  to  promote informat ion sharing 

between private  companies  and  the  government  on export  cont rol  re la ted and 

technology t ransfer  related issues ,  the  theory being fr om a  government  

perspect ive that  companies  l ike  Bruce 's  company have access  to  lots  of  

informat ion that  would actual ly be useful  to  the American inte l l igence  

community.   

 Most ly thi s  is  informat ion  in  the  nature  of  inquir ies  about  

products ,  inqui r ies  about  sys tems,  coming f rom places  that  you  know you 

wil l  not  be  al lowed to sel l  to ,  and  so  that  informat ion  is  s imply deleted ,  

removed,  or  thrown away and not   responded to  often .  

 From an intel l igence perspect ive ,  tha t 's  in format ion  that  ac tual ly 

could  be very useful  because i t  would  help  in te l l igence  people ,  i f  they are  

doing i t  wi th a lot  of  companies ,  pick  up pat terns  and networks that  they 

might  not  have seen  individual ly,  and  i t  al so  a l lows  them to  uncover  ei ther  

new people  that  have entered  th is  universe or  old people  that  have renamed 

themselves  as  somebody e lse  and  relocated  themselves  wi th a d if ferent  

address .  

 Al l  of  this  is  useful ,  ye t  this  kind  of  informat ion  sharing is  not  

tak ing p lace ,  so we embarked on an ef fort  to  see  i f  we could  do  that ,  and 

what  we discovered was a var ia t ion of  what  you 're talking about ,  that  

basica l ly the feds come in ,  ta lk to  a  company about  thi s ,  and the f i rs t  th ing 

the  company says  i s  le t  me have you talk to  my general  counsel ,  and  the  f i rs t  

thing the general  counsel  says  is ,  you  know, we 're not  against  thi s ,  thi s  i s  a  

good idea .  We're a  pat r iot ic  company,  we want  to  make sure we don ' t  end up 

as  part  of  an enforcement  invest igat ion,  and we don 't  want  to  end  up in  a 

voluntary disclosure  t rap and a variety o f  penal t ies .  

 Can you,  FBI,  assure us --or  not  the FBI--can  you,  the  Just ice 

Depar tment ,  assure  us  that  that ' s  not  going to  happen i f  we coopera te?   And 

the  answer to  that  quest ion i s  invariably no.   We want  you to coopera te ,  and 

then you take  your chances .   Now let  me ask our  exper ts  there ,  i s  i t  poss ible  

to  get  over  that  hump?  

 DR.  MULVENON:  Again ,  I  jus t  want  to  emphasize that  there 's  a  

dis t inct ion.   I  think that  there has  been a t remendous amount  of  success  on  
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tha t  s ide,  on the  defense  indust ry s ide ,  and for  obvious reason s ,  but  I  want  to  

highl ight  speci f ica l ly what  happened was,  you  know,  when Deputy Secretary 

Lynn int roduced the  Defense Indust ry pi lot ,  the  DIB,  everyone f rom the 

outs ide thought ,  oh ,  wel l ,  the benefi t  o f  thi s  i s  we 're  going to  get  class i f ied 

threat  s ignatu res  f rom NSA.  

 That  wasn 't  the secret .   The secret  was  the  wink  and  the  nudge 

from DoD that  said  go ahead and col lude with each other  and share 

informat ion with each  other  about  the threats  you see  in  your  own network ,  

and we 're  not  going to  penal ize you f or  engaging in  that  kind of  behavior ,  

and DOJ i s  not  going to  get  involved,  and there  is  no  ant i t rust  impl icat ions 

and everything el se .  

 That  was  the real  secre t .   Now, the ques t ion  has  a lways  been,  and 

I 've  been  working on th is  as  wel l ,  i s  how do you t ran s late that  kind  of  a  

framework  outs ide of  the defense indus tr ial  sys tem,  which  has  i t s  own 

protect ions,  and  your ab i l i t y to  share  that  informat ion?  

 CHAIRMAN REINSCH:  It ' s  a  world of  i ts  own.  

 DR.  MULVENON:  Yeah,  i t  i s ,  and  how do you encourage 

col lect ive act ion  a t  tha t  l evel?   And I 'm beginning to  see some of  tha t .   The 

one thing that  the Commission and I ta lked about ,  which i s  sor t  of  once  you 

engage in  co l lec t ive  act ion ,  there 's  another  tendency that  ar ises  that  also 

requires  congressional  remedy,  whic h i s  the  r ise of  certain companies ,  who 

wil l  remain unnamed,  who are  making promises  to  Fortune 500 companies  

that  they wil l ,  in  fact ,  on your  behal f  engage in  act ive defenses  or  hack  back  

or  go  and  get  your data or  ac t ively run offensive  counterinte l l igen ce 

operat ions within  your network and help you bui ld  decept ion sys tems and 

things l ike that  so  that  the  document  that  gets  ex fi l t rated  has  metadata in  i t  

tha t  wi l l  beacon and  wil l  t el l  you  where i t  i s  and  everything else .  

 And that  is  a  l egal  gray area r ig ht  now that  is  frankly not  wel l  

covered  by the 1986 Computer  Fraud and Abuse  Act ,  which is  horribly out  of  

date  and  needs to  be  updated,  and  a lot  of  the interest ing discussion  with  the 

Commission was related  to  that .   I  mean General  Hayden has  said publ ic ly 

that  unless  companies  have a  greater  confidence that  the government  can  

help them,  that  he expects  the r i se  of  digi tal  "Blackwaters , "  of  companies  

that  are  going to  go out  as  mercenar ies  and do  thi s  on your  behal f .  

 That  is  not  in  the  in terest  of  the  U. S.  government .   It ' s  not  even 

in  the  interes t  of  U.S.  companies  to  get  into  that  kind  of  a  f ramework 

because  what  wil l  happen i s  companies  wil l  get  themselves  in  t rouble ,  and 

then they wi l l  tu rn to  the  government  and say th is  is  now a nat ional  securi ty 

issue  because we tangled  with  the wrong group of  hombres;  now,  you need to  

come in  and  help us .   

 And so companies  are then put t ing the  U.S .  government  in  

s i tuat ions that  they don ' t  want  to  be  in ,  and that  are  highly uncomfortable,  

and so that  real ly demands on  the  f ront  end that  we f ix  that  problem, and  we 

have much bet ter  br ight  l ine  di s t inct ions in  those laws  about  where the 

boundary l ines  are ,  what  are you al lowed to  do,  and  what  are you not  al lowed 

to do in  terms of  going after  your  data and understanding  where  i t  went?  
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 You know this  device I 'm holding,  you  know,  i f  someone s tole  

this ,  we have apps on here that  al low me to then  f igure out  where  i t  went .   It  

wi l l  t ake a  picture  of  the person  i f  they' re hold ing i t  in  f ront  of  thei r  face .   It  

wi l l  t el l  me their  geolocat ion,  al l  o f  tha t ,  because  I owned i t ;  r ight?   And I 

can shut  i t  down,  wipe  i t  remotely because  I was  the  owner of  i t ,  and  s imilar  

t ype of  th inking needs to  be  done about  other  p ieces  of  intel lectual  proper ty 

that  get  s tolen  and  what  exact ly a re our  r ights ,  and  that  is  absolutely unclear  

r ight  now under  the law.  

 CHAIRMAN REINSCH:  Roy and Bruce ,  do you want  to  

comment  on  that?  

 MR. KAMPHAUSEN:  You know earl ier  Bruce said  companies  

need  to  manage thei r  own problems;  they need  to  do their  own r i sk  

mit igat ion .   I  don ' t  know if  I 'm quot ing you exact ly,  bu t  the point  is  wel l  

taken,  and  I th ink  the Commission  would say we absolu te ly agree.   But  

companies  also need the  r ight  tools  tha t  af ford  them the  protect ions,  l egal  

and o therwise,  so  that  they ca n do what ' s  in  thei r  own interest ,  and thi s  i s  a  

very th in eyr  of  a  needle that  needs  to  be  thread because,  on the  one hand,  

companies  want  the protect ions to  make their  own decis ions that  are  in  thei r  

own bes t  interests .  

 On the other ,  the  government  has  to  be concerned about  the  

development  of ,  as  James  said,  a  Wild  West  scenar io  where everyone does  

what 's  r ight  wi thin thei r  own eyes.   One of  the  thoughts  i s  to  say the  

technology i s  not  mature enough yet  to  al low us  to  talk about  securing our  

own informat ion once i t ' s  l ef t  our  network.   So  let ' s  just  focus exclusively at  

the  informat ion-sharing level  for  a  per iod of  t ime.    

 The other  point  of  v iew says  the technology wil l  develop along 

the  l ines  that  l aw and pol icy guide i t ,  and i t  seems to  me that 's  an a rea  where 

the  Commission can  have an ef fect  on  the  Congress  because at  the  moment  

the  Congress  is  real ly not  c lear  on  how i t  wants  to  develop  i ts  thinking and 

the  legis lat ion that  i t  wants  to  see  passed.  

 So the  Commission would  say we don 't  know the exact  so lu t ion ,  

but  we know that  the path to  the solut ion has  got  to  be made up of  indust ry,  

pol icy,  s taf f ,  and i t ' s  got  to  be  one that  proceeds very careful ly.    

 Related  to  that ,  the Commission is  real ly in  favor and s t rongly 

supports  the  development  by Execu t ive  Order  of  a  l ead Cabinet  of f icial  who 

wil l  manage a l l  aspects  of  IP protect ion,  and the Commission sa id i t  ought  to  

be  the Secretary of  Commerce ,  and those who come from a  t rade background 

almost  uniformly say that ' s  a  bad cal l .  

 [Laughter . ]  

 MR. KAMPHAUSEN:  It ' s  a  weak ent i ty.  

 CHAIRMAN REINSCH:  Now wai t  a  minute.  

 [Laughter . ]  

 CHAIRMAN REINSCH:  Go ahead.  

 MR. KAMPHAUSEN:  It ' s  s t r iking --  

 COMMISSIONER WESSEL:   The experts  agree  with  you.  

 CHAIRMAN REINSCH:  People  with  experience.  Go ahead.  
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 MR. KAMPHAUSEN:  What 's  interest ing about  i t  i s  the  

al ternat ives  are unknown,  and  frankly the  commissioners  are pret ty cognizant  

of  how U.S.  interagency funct ions,  and  USTR is  not  in  a posi t ion to  manage 

the  in tegra t ion of  the en t i re  U.S.  government  to  respond t o these  sort s  of  

problems.   It 's  ex ternal ly focused ,  doesn 't  have enough s taf f ,  a rms,  and  legs  

to  make th ings happen.  

 So,  as  a  funct ion of  capabi l i t i es ,  the commissioners  judged that  

the  Secretary of  Commerce should  be the  person,  and  the  argument  then  

we 've  not  had a lot  of  real ly ambit ious  and successful  Secretaries ,  f rankly,  i s  

not  a  suff icien t  one for  saying that ' s  not  a  reason  to  t ry i t .   But  you may not  

agree with  that .   You may not  agree with the  person or  the  ent i t y,  but  i t  

seems clear  that  the  ident i f icat ion  of  that  senior  adminis t ra t ion  off icial  needs 

to  be  done so that  we can  manage an effect ive  interagency p rocess  and  

response .  

 CHAIRMAN REINSCH:  Bruce,  you want  to  comment ,  and then 

Mike has  something .  

 MR. QUINN:  Yeah,  jus t  brief ly.   I  think what  both these 

gent lemen have just  ment ioned ,  I  would  agree with i t .   I  think that  is  the big 

hurdle,  you  know.  Companies  r ight  now want  to  be patr iot ic .   We're a  

pat r iot ic  company obviously,  just  as  you said.   But  there is  real  ramificat ions  

to  shar ing informat ion,  and  a company wil l  look  a t  i t  and  say,  wel l ,  where 's  

the  upside  for  us?   What  are we get t ing in  return for  thi s?  

 And I think i t 's  not  two -way r ight  now.  It ' s  please provide us  

informat ion;  we 'l l  get  back to  you.   There is  no,  there i s  no win dow for  us  to  

s tep forward to  the government  except  for  agencies  that  both might  regulate  

and later  t ake  ac t ion against  us .   That 's  the only agencies  we have access  to .   

That 's  why i t ' s  scary.   What  we 'd rather  work with is  a  window organizat ion 

or  agency within the government  that  would  be  more two -way to  us .  

 It  i sn ' t  the SEC or  the  FBI or  someone l ike  that  who we know 

could  come back to  us  because we 've  di sclosed  just  the wrong thing for  some 

reason.   Rather ,  we would  be working with a more operat ional  a gency,  i f  you  

wil l ,  or  conglomerate that  could provide  informat ion  back to  us .   It  would be 

a two-way s t ree t .   We're going to  provide  you thi s  informat ion ,  and then 

because  of  that ,  we ' re going to  provide you a  report  back that  says  what  

we 've  found out  th rough our sources ,  our  methods ,  of  where this  s tands  at .  

 CHAIRMAN REINSCH:  I  should  have said in  the s tory I was  

tel l ing that  the  pro ject  in  quest ion envis ioned exact ly that ,  and envis ioned 

not  only the pr ivate  companies  have informat ion  that  would  be of  interest  to  

the  federal  government ,  the government  has  informat ion  that  would be  of  

interes t  to  companies .   That  seemed to  be less  of  a  problem from the 

government 's  s tandpoint ,  al though di f ferent  people have di fferent  views 

about  that ,  but  the problem of  having appropriate legal  protect ions  turned 

out  to  be--wel l ,  th is  is  not  done yet ,  bu t  so  far  i t 's  been  insoluable.  

 It  al so  produced the  same d iscussion that  the Commission  had  

about  who should be doing thi s ,  and  jus t  wi thout  get t ing into the  weeds of  

agencies ,  what  we d iscovered was  that  the  people in  the Uni ted  States  
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government  that  would be the recipients  of  the informat ion  the pr ivate 

part ies  would provide  did not  have any part icular  in terest  in  receiving that  

informat ion di rect ly,  and  the  companies  didn ' t  have any par t icular  in terest  in  

providing that  informat ion  di rect ly.  

 And so the one area  where there  did seem to  be common 

agreement  was  there  needed to  be an  in terface,  and  i t  needed to  be  a  

commercial  inter face rather  than  an inte l l igence interfa ce.   So we ended up 

in  the  Department  of  Commerce ,  as  wel l ,  not  because of  any inherent  

s t rength or  weakness  in  the  department ,  but  because  nei ther  the intel l igence 

people nor the companies  wanted  to  talk  to  each  other  di rect ly for  a  var iety 

of  reasons ,  and so i s  there a thi rd  party that  could be  both  the  funnel  and the 

f i l t e r?   

 Anyway,  Mike.  

 COMMISSIONER WESSEL:   Going back  to  springboard off  of  

Dennis '  comments  about  the  report ,  and  I think  the number  is  $338 b i l l ion  a  

year ,  I  th ink  was the amount  that ' s  being s tolen ,  and the quest ion  of  scope.   

In  a  t ime of  seques ter ,  can  our  government  real ly do  th is?  

 A CEO of a  smal l  company recent ly ca l led  me because they had 

found out  that  they were a  vict im of  int rus ions,  asked  me for  some advice .   I  

cal led  a  fr iend  in  law enforcement .   They said  we may be able  to  s i t  down 

privately as  a  favor,  but  we don ' t  do thi s  normally.   I  mean maybe i f  you ' re  a  

cleared defense  contractor ,  you got  i t ,  but  otherwise you can ' t .  

 Commerce  is  having i ts  budget  cut .   Everyone i s  ha ving i ts  

budget  cu t .   Not  everyone can  af ford  to  hire  a  Mandiant  or  any of  the  others .  

Can we real ly get  ahead  of  thi s?   Should we take --and I apologize ,  I  don 't  

remember who talked about  the 12th Five Year  Plan --should  we focus on  

what  China  is  focus ing o n  by,  i f  you wi l l ,  reverse engineering thei r  12th Five  

Year P lan and then  having some cooperat ion between the  publ ic -private  

sector  so  that ,  and probably have to  have some private sector  resources ,  to  

rea l ly get  ahead of  this  problem or  focus?  

 CHAIRMAN REINSCH:  Comments?  

 MR. KAMPHAUSEN:  Wel l ,  the Under  Secretary of  Commerce  

and Director  of  the Patent  and Trademark  Office  leads  an  organizat ion  that ' s  

ful ly fee- funded,  and the  most  recent  di rec tor ,  David Kappos,  inst i tuted the  

largest  fee  increase in  th e  h is tory of  the  organizat ion .   It ' s  f lush  with  cash.  

 COMMISSIONER WESSEL:   It  i s  also --al so ,  i t ' s  months behind  

in  terms  of  clearing  anything,  i f  not  years .  

 MR. KAMPHAUSEN:  And as  I unders tand i t ,  though i t ' s  a  

sequester -f ree organizat ion,  i t ' s  been ob l igated to  comply with general  

const rain ts  that  other  organizat ions ,  which  are  governed by the seques ter ,  

have to  be  concerned with .    

 So the  point  is  to  say not  every ent i t y is  so  grievous ly af fec ted  

by seques ter  that  no  act ion  can be  taken .    

 The other  argument  for  Commerce  is  i t ' s  jus t  got  al l  these pieces  

that  i f  p roperly organized,  managed and  led  could  be much more  successful ,  

and the  USPTO is  one  of  them.  
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 The not ion -- th is  i s  highly specula t ive --but  the not ion  that  we 

could  sort  of  undertake a  publ ic-private  s tudy sess ion of  the implicat ions of  

the  Five  Year Plan and then develop s t rategies  in  response ,  I  mean that  

rea l ly leans  i tsel f ,  i f  not  a lmost  out r ight  becomes ,  kind of  sanct ioned 

indust r ial  pol icy.   It  doesn 't  have to  be that  way,  but  i t  sor t  of  l eans  in  that  

di rect ion ,  and I think that ' s  an ent i re ly appropriate discussion to  have.  

 We say the  words ,  and red  f lags  go  up a l l  over  the place,  but  the 

concern  about  an excessively heightened degree of  publ ic -private  

informat ion shar ing is  that  i t  l e ads us  in  that  d i rect ion .   Maybe that 's  the  

necessary and only response .   But  I th ink we ought  to  be aware of  those  

consequences going forward even though the  Commission was  

wholeheartedly support ive  of  the k ind  of  informat ion  sharing that  Bruce  

talked about  today.  

 CHAIRMAN REINSCH:  Do you want  to  add  anything,  James?  

 DR.  MULVENON:  Well ,  i t ' s  interest ing.   One of  our  

internat ional  partners ,  who wil l  remain nameless ,  ac tual ly has  had  a  s t rategy 

over  the  las t  two years  of  ident i fying three  or  four areas  t hat  they wanted  to  

succeed  in  the  bi la tera l  t rade relat ionship,  individual  sectors ,  and then  went  

to  the  Chinese and said  we want  to  coopera te  with  you in these sectors  for  

mutual  benefi t ,  and we wil l  be moni toring your  cyber  espionage against  us  in  

these sectors  as  evidence of  goodwil l .  

 And they've  had  mixed success ,  and  because  there are  some 

ini t i al  benefi t s  obviously for  bi lateral  cooperat ion on  some of  these  things,  

and even i f  your  long-term st rategy is  to  displace  the  count ry and  the  

companies  that  you ' re working wi th .  

 But  thei r  analys is  was  based  on explo i ta t ion  of  the 12th Five 

Year P lan and the 2006 to  2020 Mid -to-Long-Range Plan,  and other  things  

that  people  have wri t ten about  ex tensively.  

 I  was jus t  at  a  meet ing yes terday morning,  internal ly,  about  

Chinese  S&T priori t ies ,  and there  were probably 40  people in  the  room who 

look at  this  is sue ex tensively within  the  intel l igence community,  and I can  

guarantee  you there  wasn ' t  a  s ingle person in  the room who even  knew where 

to  f ind the 12th Five Yea r  Plan ,  much less  having actual ly ex tracted  the 

informat ion f rom i t  about  what  China 's  prior i t i es  were,  and  that 's  been  a real  

disconnect ,  and  that ' s  real ly t roubl ing because,  as  I 've of ten  said  about  the 

Chinese ,  they say the damndest  things  in  plain tex t .  

 I  mean i t ' s  l i t e ra l ly there for  the  reading.   There is  no  secret  

about  what  the major  indust r ial  priori t y areas  are  that  they' r e pursuing.   It ' s  

not  secret  what  the  prior i t i es  of  the 863 program are,  and  you can  draw a 

direct  thread,  as  Mr.  Quinn did ,  b e tween those things  and the  s tand -up  of  

nat ional  champions and decis ions by the  Nat ional  Reform and Development  

Commission and speci f ic  pol icy documents  that  come out .  

 Now,  admit tedly,  some of  these pol icy documents  are  kept  in  the  

vest  pocket  and  are  never  publ i shed  and  are sort  of  secre t  codici l s  wi th in  the 

State Counci l  and  other  things .   But ,  you know,  China regards i ts  language 

as  i ts  f i r s t  l ine of  nat ional  defense.   It ' s  i t s  f i rs t  l ayer  of  crypto .  
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 [Laughter . ]  

 DR.  MULVENON:  And most ,  i f  not  al l ,  o f  what  we need  to  

understand where thei r  priori t i es  are  come f rom those  documents ,  and  those 

are  the  requi rements  documents  that  are dr iving the cyber  espionage.   So  that  

is  a  breakdown in  our  sys tem to not  connect  those dots .  

 CHAIRMAN REINSCH:  Okay.   Bru ce ,  you  want  to  comment?   

And then we 'l l  go to  Dennis .  

 MR. QUINN:  Yeah.   Just  quickly,  I  would say that  again  when 

you look a t  a  Five Year P lan,  remember,  that  we use i t .   I  did ment ion  that  I  

would  look at  i t  defensively,  i f  you wi l l ,  f rom that  point  of  view,  but  real ly 

to  a greater  ex tent ,  I  look at  i t  f rom an oppor tuni ty s tandpoint .   I  look at  that  

each t ime i t  comes  out .   I  look at  the  R&D program that  they have in  place,  

and I say,  wel l ,  heck,  how can  I make a  buck  here?  

 How can  I a l ign both the  way that  we ta lk about  our  products  and  

the  way that  we operate in  that  count ry to  al ign  ourselves  both verbal ly,  as  

wel l  as  with  ac t ion,  in  l ine with that  Five Year  Plan?   That  way when I go 

out  to  the provinces  or  I  go to  s tate -owned enterpri ses ,  I  use the same 

buzzword.   Sometimes  I use  i t  in  Chinese so that  they know that  when they 

partner  wi th me to  do that  business ,  tha t  they' re  checking off  one of  thei r  

blocks,  one  of  their  PADR blocks ,  thei r  evaluat ion blocks,  by having done 

this  part icular  i t em that  m y company,  I 'm showing how my product  meets  

tha t  need for  them in that  part icu lar  area.  

 And so hopeful ly I 'm delaying and/or  offset t ing them having to  

go after  tha t  some o ther  way,  and al so  a t  the same t ime successful ly making 

a sa le  on something.   So --  

 CHAIRMAN REINSCH:  Dennis .  

 VICE CHAIRMAN SHEA:  I 'd  just  make the observat ion  f i rs t  

tha t  the  Mandiant  Repor t  says  that  the PLA Unit  61398 was focused on four 

of  the seven  s t rategic emerging indus tr ies  in  the Five Year  Plan  so that  just  

sor t  of  val idates  what 's  been said.  

 This  is ,  I  guess ,  for  Roy.   Did  the  Commission  in  laying out  i ts  

proposed pol icy responses ,  did i t  consider  that  i f  U.S.  government  took  

act ion on  these  responses ,  i t  would  not  occur  in  a  vacuum?  Even i f  done on 

a mult i la teral  basi s ,  i f  you s tar t  sanct ioning companies ,  i f  you  s tar t  

prosecut ing certain individuals ,  there 's  going to  be a Chinese  response.   Most  

l ikely,  Chinese  sanct ions of  U.S.  companies ,  maybe Chinese  prosecut ions of  

U.S .  individuals .   I  mean how did that ,  was that  a  cons i dera t ion ,  and i f  so ,  

how did i t  work  in to your --  

 CHAIRMAN REINSCH:  Great  ques t ion  because that  moves  us  

on to  the second thread I wanted to  pursue ,  so perfect .  

 MR. KAMPHAUSEN:  Wel l ,  I 'm glad  you raised i t  as  wel l .   So  a 

couple of  d if ferent  ways  to  thin k  about  i t .   The f i rs t  was  given their  

backgrounds and the exper iences  that  they've  had ,  the commissioners  are 

wel l  aware that  in  this ,  as  in  many other  domains,  the  most  effect ive  act ion 

is  mult i l ateral ,  and  ear ly on ,  they had an in ternal  debate as  to  whe ther  that  

process  ought  to  begin and  exis t  at  the same t ime as  the  Commission 's  work 
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was undertaken,  and  they judged that  ought  to  a lso  be sequenced  to  a later  

poin t .   And an update on  that  in  a  minute.  

 And so there 's  a  sense  that  thi s  i s  the beginning of  a  process .   

It ' s  not  a  ful ly formed package that ' s  be ing del ivered ,  but  they a lso judge 

that  we have to  th ink about  the problem for  ourse lves  f i rs t ,  and they' re  

cognizant  of ,  aware of ,  concerned about  the kinds of  retal ia t ion  that  

companies  might  suffer  f or  U.S.  government  pol icy,  even companies  that  

aren ' t  re la ted to  a part icular  instance ,  and there  are many examples  that  we 

can think  of  in  that  regard.  

 But  they al so  judge that  the  specter  of  doing noth ing means  we 

l ive in  at  some level  in  a  k ind  of  coer cive  envi ronment  that  ought  not  be  

sustained,  and  so again  they' re  cognizant  of  the costs  and  want  to  do no 

harm, but  al so  judge that  doing nothing is  perhaps  worse than  that .  

 Now,  i f  you ' re  an individual  company that  suffers ,  that ' s  not  a  

very good answer;  r ight?  

 VICE CHAIRMAN SHEA:  Right .  

 MR. KAMPHAUSEN:  And I th ink  that  they understand that ,  and 

so there  would be  other  remedies  that  would  have to  be undertaken ,  and 

that 's  real ly what  ca l ls  for  the mult i l ateral  response .    

 One las t  thing.   One of  the  in teres t ing feedbacks f rom the  

commercial  sector  we 've  heard i s  thinking about  how to mult i l ateral ize v ia  

an  internat ional  informat ion -shar ing ef fort  known bad players ,  and  whether  

i t 's  a  publ ic  l is t  or  a  private l is t ,  you  know,  is  s t i l l  being conce ived of  and 

thought  about ,  but  the  idea that  i f  there  was  a  framework  in  which companies  

could  share that  kind of  informat ion  internat ional ly,  that  might - -with  f r iends  

and al l i es ,  l ike -minded partners - - that  that  might  be a  f i rs t  s tep along that  

way.  

 VICE CHAIRMAN SHEA:  So  there 's  a  sense  that  i f  you  took 

act ion,  i t  would be  a rocky road ahead ,  but  ul t imately the cost  of  doing 

noth ing is  unacceptable ,  and there 's  a  recogni t ion  that  the  nat ional  interes t  i s  

more  important ,  supersedes  maybe the  col lec t ion of  indiv idual  in teres ts  that  

might  be  af fec ted;  i s  that  fa i r  to  say?  

 CHAIRMAN REINSCH:  James .  

 DR.  MULVENON:  The quest ion  is  who mult i l ateral ly;  r ight?   

 VICE CHAIRMAN SHEA:  Yes.  

 DR.  MULVENON:  And I wi l l  say,  and this  obviously ref lects  my 

own parochia l  interest ,  where we 've  had the  most  success ,  again,  because of  

this  nexus where you have the  commercial  aspects  of  the cyber espionage 

quest ion  overlaid on the  government 's  interest s  and the internal  interest s  

about  the  cyber  espionage,  you know, because the Chinese  are  not  seeing the 

cute  di s t inct ion  that  we 're t rying to  make between commercial  and 

noncommercial  esp ionage for  the s imple reason that ,  on  their  s ide ,  the  same 

actors  are doing both.  

 So we cont inue to  push  thi s  l ine,  and  we cont inue to  argue to  

them, wel l ,  we ' re s tatu tori l y precluded from doing commercial  espionage,  

and we 'd  have no pract ical  way to  di s t r ibute the resu l ts  and  everything el se ,  
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and I made th is  argument  to  the Chinese over and over  and over  again  in  the  

kicker  dialogue,  and  they just  don 't  bel ieve i t .  

 You know,  they just  absolutely do not  bel ieve  i t .   And so we 

cont inue to  make that  dis t inct ion ,  but  given that ,  in  fact ,  on the  Chinese s ide 

that  i t ' s  being done by the same actors  means that  i t  overlaps  with a lot  of  

U.S .  government  interests  on  the  in te l l igence  s ide ,  in  part icular .   We've  had 

remarkably good success  a t  the  Five  Eyes  level  on  mult i l atera l iz ing i t - -even  

unclass i f ied informat ion --because of  those t rust  relat ionships .  

 Where we 've  had  less  success  is  wi th the Europeans ,  and that  is  I  

think principal ly because  of  the compet i t ive dynamic that 's  going on ,  and the  

Sturm und Drang that  we current ly feel  on the Free  Trade Agreement  and  al l  

the  other  is sues  that  are being inser ted into that  r ight  now.  

 And so the people inside  the sys tem I deal  wi th think of  i t  as  

concent r ic  ci rcles ,  c i rcles  of  t rust ,  and  we 're  t rying to  get  the  Five  Eyes  

level  cooperat ion r ight  because i t 's  the  easiest ,  and we can  do i t  the most  

securely.   Beyond that  would be the  Europeans and others ,  and then there 's  a  

whole  range of  internat ional  actors ,  but  we wanted  to  sort  of  work  on that  

model  in  a  smal ler  c i rcle f i rs t .  

 CHAIRMAN REINSCH:  Commissioner  Wessel .  

 COMMISSIONER WESSEL:   Two quick  quest ions .  One,  when 

you were doing your hearings  and  al l  o f  your  meet ings ,  WIPO and some of  

the  other  in ternat ional  organizat ions,  d id you talk  to  them? Have you had 

discussions  about ,  and WIPO, I guess ,  i s  more on  the copyr ight  base arena,  

as  to  what 's  going on?  

 Two,  we have two b ig negot ia t ions going on r ight  now,  the  

Trans -Paci f ic  Partnership and now the TTIP,  the Transat lant ic .   Do you think 

that  put t ing something in  there  for  coopera t ion might  advance our economic  

interes ts  as  wel l ,  that  maybe that ' s  a  venue fo r  some type of  work?  

 MR. KAMPHAUSEN:  No di rect  in teract ion wi th WIPO.  We had 

a br ief ing by a  representa t ive of  the  Internat ional  Chamber of  Commerce,  but  

noth ing d irect  beyond that  wi th WIPO.  

 On your  second point ,  I  think  the  commissioners  thought  th i s  was 

a l ikely and necessary next  s tep,  that  TTP and TTIP were  appropriate  venues 

to  raise the s tandards for  the  pro tect ion of  intel lectual  property,  and I think 

they would  say to  broaden the  dimensions of  cooperat ion  and sharing.  

 CHAIRMAN REINSCH:  I  wou ld say that  having just  spent  a  

good bi t  of  t ime with Europeans the las t  couple  days  s ince we 're  mobbed 

with  them right  now, th is  is  a  huge i ssue because of  the recent  events  that  

James  referred to .   Yes.   Well ,  i t ' s  s t i l l  going on.   I  can tes t i fy to  that  

personal ly.   They're  very agi tated.  

 COMMISSIONER WESSEL:   Shocked.  

 CHAIRMAN REINSCH:  .   I t  wi l l  manifest  i t se l f  in  the  TTIP 

negot iat ions in  the context  of  the debate over privacy because that 's  the  issue 

that  i s  on the table,  and which wil l  then  spi l l  o ver  into  digi tal  t rade  and  free 

f lows  of  informat ion .   It ' s  not  a  discuss ion that  deals  di rec t ly with intrusions 

because  that ' s  a  nat ional  secur i ty issue,  which  is  t echnical ly in  the 
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competence of  the  member  s tates ,  not  in  the  competence  of  the Commission .  

 On the other  hand,  i f  you ' re  going to  talk about  rules  for  data 

sharing and  rules  for  privacy,  you end  up talk ing about  a l l  the  same things .   

So I think that ' s  where  i t ' s  going to  come out .  

 Let  me ask a  quest ion,  part icularly for  Roy,  but  for  anybody.   

And this  picks up on the  thread that  we were  just  ta lking about .   If  you ' re  

going to  embark on a program where the  United  States  government  

ident i f ies - -and  the  quest ion  real ly i s  what  that  t e rm i s  going to  mean --

ident i f ies  somebody who has  done something b ad,  i f  they've  s to len 

somebody's  IP ,  l et ' s  say,  and  leave as ide how you know that ,  o r  i f  they got  i t  

f rom Bruce,  or  you discovered  i t  on  your own,  and  you decide  you want  to ,  

per  the Commission ' s  recommendat ions,  you  want  to  take  some sort  of  

puni t ive  act ion-- i t  doesn ' t  mat ter  what  i t  i s - - the ques t ion I have is  what  is  

your basi s  for  making that  decis ion?  

 What  is  the evident iary basis  tha t  you  have to  have to  decide that  

something is  sanct ion worthy?   We're  a  rule of  l aw count ry,  unl ike  the  

Chinese ,  and we  have processes .  We have 337.   We have al l  these  di f ferent  

things that  requi re a  lot  of  fact - f inding and require  an ev ident iary process  

and some content ion where  the  other  guys ,  i f  they want  to ,  can  come in  and  

say,  no ,  no,  no,  i t  didn 't  happen that  way,  a nd then  a  decis ion -making 

process  that  is  reasonably t ransparent  and somebody decides  at  the  end .   How 

do you operat ional ize what  you 're recommending wi thin that  kind of  

framework ,  or  do you not  do  i t  wi thin  that  kind of  framework?  

 MR. KAMPHAUSEN:  I  th ink  you have to  do  i t  wi thin that  

framework ,  and the Commission ta lked  about  th is  to  some extent ,  though did 

not  make formal  recommendat ions on  i t .    

 But  I guess  there 's  a  couple  ways  to  think of  i t .   The f i rs t  i s  what  

the  original  source  of  the informat ion  would  be? .   Ei ther  i t  could be 

commercial  in  origin ,  except  that ' s  not  going to  happen unless  we have the 

kind  of  informat ion -sharing ar rangements  tha t  provide  the  k ind of  

protect ions that  Bruce was talking about .   But  that  could be  a  source .   It  

could  a lso  be  a  U.S.  government  source ,  and we can  imagine  the kinds of  

things how that  could occur.   

 And then in  the Commission 's  thinking,  i t  gets  fed into  a robust ,  

lean ,  wel l - led,  wel l -managed interagency group that  t r i ages  the  informat ion 

and has  developed a  series  of  t es ts  against  which the informat ion  would be  

appl ied  to  see i f  i t  const i tutes  a  violat ion .   Then at  a  certain  point ,  the  

Commission sa id i t ' s  p robably not  the f i rs t  one,  but  at  a  cer tain point  then --  

 CHAIRMAN REINSCH:  A violat ion  of  what?   U.S .  l aw?   Is  

tha t 's  what 's  be ing violated?  

 MR. KAMPHAUSEN:  Yes ,  yes .   Now,  the  tes t  could  be 

subject ive.   You could have informat ion that  was gained  through non -publ ic  

means.   And the  assessment  of  i t  then leads  to  a judgment  that  in te l lec tual  

property has  been s tolen.     

 You could  a lso  have an o bject ive  tes t ,  which i s  to  say these 

internat ional  companies  lost  in  a  cour t  of  l aw,  and they los t  two,  three,  four,  
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f ive ,  whatever the number of  t imes  is .   At  a  certain  poin t ,  they are  by v ir tue 

of  that  object ive record entered  on  to  a l is t .   That 's  an  ea sier  tes t  to  apply.   

It ' s  going to  af fec t  a  lot  fewer  companies ,  and i t ' s  no t  clear  the deter rent  

value that  would  have.  

 So i t  seems a  th ing,  and the Commission did not  make a  

judgment  on  th is -- this  is  me speaking k ind in  the fol low -up discussions that  

occurred  thereafter - - i t  seems that  some mix  of  object ive  and subject ive  

would  be the most  appropriate .  

 But  then you 've  got  to  al low for  this  response  by the ent i t y that  

would  be affected ,  and I 'm intent ional ly not  using legal  t erms because  i t ' s  

probably not  going to  be wi thin a court  of  l aw.   I  mean i t  could be,  but  we 

al ready have those mechanisms.   So  how that  occurs  and a company is  able  to  

represent  i tsel f  or  an ent i t y is  able to  represent  i tsel f  i s  important  to  be  

thought  through,  but  that  occurs  a t  a  l ater  poin t .  

 CHAIRMAN REINSCH:  But  doesn ' t  the  at t r ibut ion problem 

come back  to  bi te  you at  th is  point?   How do you real ly know that  whoever i t  

i s  tha t  you 've decided  is  a  bad  guy is  the bad guy?  

 MR. KAMPHAUSEN:  Right .   Or i f  you know i t  very c lear ly,  b u t  

you  can 't  share the means by which you got  i t ,  that ' s  problematical ,  to  be  

sure .  

 DR.  MULVENON:  And not  only that ,  but  the  t iming.   In  other  

words,  do  we wai t?   Because my new book,  Chinese Industr ial  Espionage,  we 

were going over covers  that  we wanted  to  have,  and I proposed  a  cover to  the 

publ isher ,  which  was a p ic ture from a  Chinese company Web s i te  of  a  

vacuum cleaner that  was  the spi t t ing image of  one of  these  Dyson vacuum 

cleaners .   They even used the same PANTONE colors  that  Dyson uses  for  the 

plast ics - -r ight - -and the  publ isher  wouldn 't  le t  me put  i t  on the  cover because 

they sa id they feared legal  l i ab i l i t y f rom making thi s  accusat ion agains t  this  

other  company.  

 But  i f  you wai t  in  the  process  unt i l  the  copycat  Dyson vacuum 

cleaner shows up  on  th e market ,  and you lose market  share because  they've  

undercut  your price by 50  percent  or  whatever,  a re we s imply s lamming the  

barn  door on thi s  i s sue?   In  other  words ,  the  U.S.  company wil l  go out  of  

business ,  but  we 've made thi s  pr incip led s tand.   Or do y ou lean  further  

forward  in  a sort  of  Rumsfeldian sense,  and do you say,  wel l ,  maybe we 'l l  

accept  a  lower  s tandard because we actual ly want  to  save th is  indust ry?  

 We don ' t  want  to  sort  of  wri te  an  autopsy on thi s  indust ry,  but  

we actual ly want  to  save  th is  indust ry.   That  to  me is  the  del icate balance to  

deal  wi th  because then  you may,  in  fact ,  accept  a  lower ev ident iary s tandard .   

What  may hang in the  balance is  the ac tual  future  of  that  indust ry,  green tech 

being a  perfect  example,  solar  cel l s .  

 COMMISSIONER WESSEL:   But  you also may have to  change 

our t rade laws  or  other  laws  because  we have a  high injury s tandard .   Not  

only do you have to  show that  your informat ion,  your IP,  was  s tolen.   Under  

some scenarios ,  you  have to  show that  you were  mater ia l l y inj ured.  

 DR.  MULVENON:  Right .  
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 COMMISSIONER WESSEL:   Which  means  you get  far ther  

upst ream,  you can ' t  s top  i t  before i t  happens.   How do you,  in  fac t ,  check 

that  maybe the product  is  not  coming in to the  U.S. ,  but  i t ' s  being so ld in  a  

province  in  a  China,  you  know?  You 're  20 miles  away f rom the  barn  when 

the  barn  door i s  closed.  

 DR.  MULVENON:  Yes .  

 COMMISSIONER WESSEL:   And there i s  no way a t  that  point  

abi l i t y to  get  any kind of  recompense.  

 CHAIRMAN REINSCH:  Go ahead.  

 MR. KAMPHAUSEN:  If  I  could,  Mr.  Ch airman,  one  of  the 

recommendat ions  that  has  met  no oppos i t ion  is  the  recommendat ion that  the 

Economic Espionage Act  be amended to  al low for  a  private  r ight  of  act ion 

for  an injured  par ty.   And th is  essent ial ly means  you can bring your  own 

sui t .   You don 't  have to  wai t  for  the  government  to  take one up on  your 

behalf .  

 It  would  certainly increase caseload.   There would  be a  body of  

law that  would  ex is t  over  t ime.  And there 's  a  sense you can actual ly get  some 

recompense at  an earl ier  point .    

 In  para l lel  to  that ,  the  Commiss ion then  argued that  the court  of  

appeal  for  al l  Economic Espionage Act  cases  ought  to  be  the Court  of  Appeal  

for  the Federal  Circui t ,  Judge Rader 's  court ,  and  we had  a  fai r  amount  of  

interact ion  wi th  the Court  in  the process  of  coming up with this  

recommendat ion.   They actual ly think i t  would have a lot  of  ef fect ,  both 

domest ical ly and  perhaps internat ional ly as  wel l .  

 CHAIRMAN REINSCH:  As you poin ted out ,  there are  ex is t ing 

mechanisms.   There ' s  a  case I was fol lowing for  awhi le  in  Cal i fo rnia of  a  

smal l  company that  sued a  very large  Chinese company for  incorporat ing i ts  

sof tware code into  i ts  product .   They sued  them for  I think $3 bi l l ion  based 

on the number  of  copies  that  had been sold,  which  I thought  was  bri l l iant ,  

and i t  was to  me a  very te l l ing exercise  because  i t  seemed to me the ev idence 

was very c lear .  

 Unfortunately,  wel l ,  maybe not  unfortunately,  the case got  

set t l ed,  and  the  terms are  confident ial .   So  I don ' t  know what  the  outcome 

was,  but  i t  would be  interest ing because  i t  se emed to me i t  was a very 

promis ing tool .  

 We d id get  a  quest ion that  I  want  to  ask because  I th ink  i t ' s  

relevant  to  some of  this  di scuss ion .   I  think  maybe I ' l l  ask Dr .  Mulvenon ,  and  

then the others  can  comment  i f  you  want .  Then  I want  to  come back to  the 

mult i -count ry issue because  we haven 't ,  I  think ,  ent i rely d isposed  of  that .  

 The quest ion  is  consider  the  smal l  h igh -tech defense cont ractor  

tha t  specia l izes  in  a  cr i t ical  t echnology that  provides  our Armed Forces  with 

essent ial  capabi l i t i es .   If  that  f i rm  is  get t ing hacked by the Chinese ,  by the 

PLA, they lack the  resources  to  defend themselves  24/7 .   Given the  resources  

that  the  PRC can throw at  them, how can the  Defense  Depar tment  help  them 

defend their  t echnology?   Or  are we immobil ized due to  ideologic al  

opposi t ion  to  an  IP  indust r ial  pol icy?  
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 DR.  MULVENON:  Well ,  as  an example ,  for  instance ,  i t ' s  been 

publ ic ly discussed that  there 's  an  issue with  Lockheed Mart in  and the F -35 

and the  Chinese int rusions .   In  fact ,  because  of  the nature of  those  kinds of  

programs,  a  very c lose relat ionship  wi th AT&L and the Pentagon and other  

people who are very focused  then on monitoring what  the  Chinese might  have 

exfi l t rated,  t rying to  ident i fy f rom Chinese  technical  wri t ings  and  other  

materials  the  ex tent  to  which the technology that  the  Chinese have developed 

a countermeasure  to  i t ,  for  instance .   Or  they have f igured  out  a  way to  f ine -

tune thei r  elect ronic  warfare sys tems to deal  wi th  the synthet ic  aper ture 

radar  of  that  a i rplane.  

 And then use that  informat ion  to  the n  feed  back  through the  

class i f ied acquis i t ion channels ,  which  is  to  say make the fol lowing 

modi ficat ions  to  the  sys tem,  and  then  cont inue to  monitor  the Chinese  

materials  to  see i f  they come up with  a counter  to  the counter .  

 That  is  possib le  because  of  t he nature of  the acquis i t ion  process  

with in  the Department .   I 've  often  said  that  one  of  the greatest  enemies  to  

American cybersecuri ty i s  the  Federa l  Acquis i t ion Regulat ions .   In  thi s  case,  

tha t  sys tem works  reasonably wel l ,  but  i t  i s  predicated  on having  real ly good 

informat ion about  how i t ' s  been exploi ted  potent ial l y .   That  involves  a  lot  of  

very met icu lous exploi tat ion  of  Chinese  technical  wri t ings to  be able to  

f igure  out - -and,  aga in,  often discussed in  the  c lear ,  in  Chinese,  by numbered  

research  inst i tutes  and factories  that  work  on  those issues  and publ ished in  

Chinese  journals  because  they correct ly perceive  that  we do  not  have the  

l inguis t ic  capaci ty to  exploi t  al l  that  material .  

 While  I 'm thinking about  i t ,  there was  one o ther  i ssue  that  i t  

seems  to me is  a  r i s ing problem that  i s  a  bank shot  of  the issues  we 've  been  

discussing,  which  is  the hacking that  has  gone into  the  Patent  and Trademark 

Office .   This  has ,  in  many ways ,  faci l i t a ted  the  r ise of  an incredib le  increase 

on the Chinese  s ide  of  patent  t rol l ing,  which i s  a  form of  intel lectual  

property theft .  If  someone s teal s  your  PTO information  on a  par t icular  

technology and then  t r ies  to  regis ter  tha t  patent  and t rademark  inside a  

Chinese  sys tem,  that  is  as  damaging,  in  my v iew,  to  a U.S .  company's  abi l i t y 

to  work  in  that  market  as  i f  they s tole i t  and  then r everse engineered the 

product  and  t r ied  to  sel l  i t  in  compet i t ion with your  product .  

 Because  they can then  get  l egal  remedy from Chinese cour ts ,  and  

i t 's  another  cyber -enabled IP  theft  that  I  see  a  lo t  more  evidence of ,  

part icular ly i f  you do as  I do ,  whi ch i s  t rol l ing cnpatent .com and other  Web 

s i tes  where you see Chinese  put t ing up  patents  that  give them broad  abi l i t y 

to  then sue U.S .  companies .  

 CHAIRMAN REINSCH:  So  you 're a  t ro l l ,  too?  

 DR.  MULVENON:  Yes,  I  am.  

 [Laughter . ]  

 CHAIRMAN REINSCH:  Mr.  Kamphausen  and  then 

Commissioner  Wessel .  

 MR. KAMPHAUSEN:  Even those  folks  who argue for  the 

improvements  wi thin the  Chinese intel lectual  property legal  sys tem,  even  
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those  who say they've  made a  lot  of  progress ,  regard  th is  is sue,  the i ssue  of  

pet ty patents ,  as  being the most  egregious aspect  of  the Chinese  sys tem.  It  

has  to  be  changed.  

 And the  Commission while  not  t rying to  be too tutorial  in  tone 

essent ial l y says  in  the  report  the Chinese need to  end this  sys tem.   It ' s  

beneath them and what  they ho pe to  become,  and i t  jus t  needs to  be  ended as  

quickly as  poss ible.  

 CHAIRMAN REINSCH:  Commissioner  Wessel .  

 COMMISSIONER WESSEL:   I  wanted  to  go  back  to  the quest ion 

you asked  on behal f  of  one of  the people,  because I don ' t  know that  you  

answered i t  in  t he sense  that  you  were  talk ing about  defense pol icy,  defense 

capabi l i t i es ,  and needing to  go back ,  f inding out  what  they've s tolen  and then 

countermeasures ,  et  cetera,  what  is  the  smal l  company do?  

 What  should they be  able to  expect ,  i f  anyth ing,  f rom the  federal  

government  in  terms of  ass is tance?   I  know DSS and others  supply some 

help.   Or  are  they pret ty much on thei r  own?  

 DR.  MULVENON:  No,  they' re  not .   I  mean I think  that  whi le i t ' s  

not  perfect ,  the  defense -indust r ial  base,  of  which I am a minor  mem ber,  is  

actual ly the exemplar  of  the sys tem working a t  i t s  best .   But  i t ' s  ent i rely 

because ,  and not  to  repeat  mysel f ,  DSS and o ther  actors  al low us  to  share 

informat ion in  a secure way that  is  protected f rom the  kinds of  possib le  SEC 

and DOJ sanct ion that  a  commercial  company would not ,  and i t 's  ent i rely 

because  of  the class i f icat ion.  

 CHAIRMAN REINSCH:  Okay.   Let  me suggest ,  unless  anyone 

wants  to  add anything r ight  a t  this  poin t ,  l et ' s  return to  an  element  of  the 

thi rd thread that  I  sugges ted,  i f  we can ,  which is  the prospects  or  the wisdom 

of  mul t i l atera l iz ing the  problem.   

 Maybe we didn 't  a l l  agree,  but  what  I  had  said  earl ier  is  we 're 

not  the only v ict im,  and they' re  not  the only perpet rator .   One of  the things 

that  this  adminis t rat ion has  done in  o t her  contexts ,  which  I think  has  been  

very ef fect ive ,  i s  to  develop mult i l atera l  coal i t ions .   In  fact ,  one  of  the 

things,  speaking f rom the s tandpoint  of  the  business  community,  that  both 

impressed  me and surpri sed me was the  ex tent  to  which  both the  Europe an  

and the  American business  community mobil ized on the indigenous  

innovat ion issue  to  get  governments  col lect ively on  both  s ides  of  the 

Atlant ic  to  apply pressure  to  the  Chinese government ,  at  the same t ime,  in  

the  same way,  on the same issues  with  the  sa me asks  and  get t ing the  

companies  to  do the  same thing.   

 I  think we 're going to  t ry and  do the same thing now with the  

Indians .   We' l l  see  i f  that  works.    

 But  i s  this  an area  where  that  is  poss ib le?   Is  i t  an  area where  i t  

i s  wise?   Is  i t  an  area that  m ay be  not  possib le  r ight  now because  of ,  as  Dr.  

Mulvenon put  i t ,  the recent  unpleasantness?  

 Vice  Chai rman Shea ,  go f i rs t .  

 VICE CHAIRMAN SHEA:  I  just  wanted to  ask  you a  quest ion,  

ChairmanChai rman Reinsch .   I  t end  to  agree,  mul t i l atera l - - i t 's  bet ter  to  go 
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with  a group than on your own --but  has  i t  real ly made a  s ignif icant  impact  

on indigenous  innovat ion ?  At  the centra l  l evel ,  you  hear there 's  a  spot ty 

record at  the  provincial  level .  

 I 'm just  cur ious as  to - -  

 CHAIRMAN REINSCH:  I  have a v iew,  but  I ' l l  defe r  to  the 

panel is t s .  

 DR.  MULVENON:  Well ,  my d iscussions with  people that ,  for  

instance,  the  f ights  we 've  had  about  the  Government  Procurement  

Regulat ions  and  th ings  l ike  that ,  was very s t r iking.   

 Was i t  th ree  years  ago December ,  two -and-a-half  years  ago 

December ,  when 30 plus  in ternat ional  t rade associat ions had a publ ic let ter  

to  the  Minis ters  of  Finance  and Commerce  in  China basical ly saying,  we 're 

f inding i t  d i f f icul t  to  make money in thi s  count ry,  and we don 't  bel ieve that  

the  Chinese economic s t ructu re is  matur ing in  the way we thought  i t  would  

have af ter  30  years ,  that  we could al l  have win -win scenarios  and make 

money together ,  and  i t ' s  s t i l l  very predatory,  and  the  regula tory sys tem is  

s t i l l  very predatory,  and the cozy relat ionships  between minis t r ies  and  thei r  

former commercial  enterpri ses  i s  s t i l l  too cozy.  

 But  we have had some successes ,  I  think,  in  part icular ,  on  

government  procurement  and other  things,  and  I th ink  i t ' s  emboldened those,  

tha t  coal i t ion of  t rade  associa t ions,  to  look  a t  other  i ssues .   The only 

problem we have,  and again even before the recent  "unpleasantness ,"  as  we 

say in  the  South ,  i s  the  fact  that  some of  the host  governments  of  some our 

mult i l ateral  al l i es  are themselves  engaged in  rampant  economic  espionage,  so 

there is  a  b i t  o f  a  confl ic t  of  interest s  on some of  those i ssues .   I 'm thinking 

of  the French,  in  part icu lar .  

 CHAIRMAN REINSCH:  There is  so  much room for  hypocr i sy.  

 DR.  MULVENON:  Yes,  there i s .   "Your winnings ,  Monsieur."   

Exact ly r ight .  

 [Laughter . ]  

 CHAIRMAN RE INSCH:  Let 's  come back to  my quest ion ,  i f  we 

can.   I  mean i s  this  something we should do,  and  i f  so,  how do we do  i t?   Mr.  

Quinn .  

 MR. QUINN:  Wel l ,  I  wi l l  just  say that ,  in  genera l ,  the 

coopera t ion between companies  is  very good.   So when you look at  t ra de 

issues ,  when you look at  regulatory i ssues  here in  the Uni ted  States ,  

elsewhere around the world,  i t ' s  very easy for  us  through associat ions  to  get  

together  and work to  overcome hurdles  that  a  part icular  country puts  in  front  

of  us  together .   Once we 're  past  that  hurdle  and  i t ' s  t ime to compete again,  

we 're  r ight  back at  going at  each o ther ,  l ike cat s  and dogs.   

 But  in  my exper ience,  part icularly focused  on  China,  very easy 

for  us  to  get  the EU Chamber together  with  the  U.S.  Chamber,  wi th  the  

American Chamber,  and with the  other  chambers ,  and  then  even break  that  

out  into private discussions  and work  together  to  overcome those  ini t i al  

hurdles  that  are  placed in  our way,  and then we can  compete once again.  

 VICE CHAIRMAN SHEA:  Why has thi s  not  happened i f  i t ' s  so 
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relat ively easy?   Or  has  i t  happened,  and I 'm just  not  aware  of  i t?  

 DR.  MULVENON:  Well ,  I  think,  I  mean the  U.S.  Chamber  is  

very focused on thi s  issue.   I 've  a t tended a dozen meet ings on this  subject .  

 VICE CHAIRMAN SHEA:  Sure.  

 DR.  MULVENON:  But  I think that  there was a  t ime lag.   I  rea l ly 

think that  we 've  been f ight ing Chinese  IT s tandards ,  bul lying,  and we 've  

been  f ight ing government  procurement  and indigenous  innovat ion  for  s ix ,  

seven,  e ight  years .   The coalescence  on  the  cybersecuri ty iss ue has  been  

more  recent .  

 But  i t 's  certainly no  less ,  part icularly now that  thei r  feel ing is  

tha t  the  U.S.  government  i s  squarely behind  i t .   I  mean keep in  mind that  the 

White  House  Cyber  Czar  job was  set  up  to  be  dual -hat ted  to  the  economic 

people and  the nat ional  securi ty people  on purpose by Larry Summers  

because  he knew cybersecuri ty was going to  be expensive,  and he  didn ' t  want  

to  upset  the  economic recovery.  

 So there was a  t ime very recent ly in  thi s  town when the economic 

and t rade departments  were wary of  ford ing into the cybersecuri ty r iver  

because  they thought  that  i t  was  potent ial l y going to  be harmful  to  economic  

recovery and  other  things.  

 As I said  to  the  Chinese  in  the  las t  i t e ra t ion  of  our Dialogue,  I  

said you 've  real ly done something remark able ,  and they a l l  sat  up in  their  

chai rs  l ike ,  “wel l ,  what  have we done? ”  “ Is  i t  our  manned space program?  

Is  i t  the Olympics? ”   I  said,  “no .”  I said ,  “as  a pol i t i cal  sc ient is t ,  you 've  

done something I thought  was  heretofore impossible.   Your  int rus ion  set  has  

been  so brazen in  i t s  scope and scale,  you 've actual ly compel led  a uni f ied  

whole-of-government  response  f rom the American government . ”   I  mean 

pol i t ical  scien t is t s  everywhere are as tonished .  

 [Laughter . ]  

 DR.  MULVENON:  But  I think that  s ignal  and seeing i t  elevated  

at  the S&ED and other  things  has  also told the Chamber and other  bodies  

that ,  in  fact ,  the  Chinese  are  not  going to  be able to  divide and conquer  on  

the  issue between the government  and  our  issues  on  currency and  o ther  

things being a higher priori t y,  and I think that ' s  why we 're f inal ly having 

some t ract ion on  i t .  

 To me,  we 're s t i l l  in  the ‘what  do  we do  about  i t? ’   I  mean that ' s  

why we 're  having th is  roundtable.   The business  communi ty is  spending a lot  

of  t ime saying to  themselves ,  “okay,  even  i f  we meet  col lec t ively,  what  

col lect ively do we want  to  do  about  i t? ”  And people are  t rying to  put  those 

ideas  on the table r ight  now.  

 CHAIRMAN REINSCH:  Well ,  that  is  the  private  sector .   What  

about  mult ip le  governments?   Are we in  a  posi t io n  these  days  to  t ry to  create  

a global  coal i t ion on cyber integri t y?   Who wants  to  answer that?   You 're the 

designated vict im.  

 MR. KAMPHAUSEN:  Yeah.   At  one level ,  we ' re a  vict im of  our  

persuasiveness .   We have convinced the  Chinese and o ther  potent ia l  

adversaries  in  th is  d imension that  we bel ieve  so s t rongly in  this  problem 
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because  our  count ry's  na t ional  securi ty is  d i rect ly h inged to  our economic  

securi ty,  the  vibrancy,  the  recovery of  our economy,  and so forth .   And so  

the  two are inextr icably l inked.  

 And the  Chinese say in  response we complete ly agree.   We're 

using al l  the  tools  avai lable to  us  to  bring about  enhanced nat ional  securi ty 

through a  more vibrant  economy.   Why aren 't  you?  

 And we 've,  in  the ir  mind,  we have sel f - l imited .   Now we have 

very good reasons for  why we 've done this .   And I 'm not  suggest ing or  even 

beginning to  argue,  tha t  we ought  to  fundamental ly change how we do 

business .   But  I 'm answering the quest ion of  how l ikely is  i t  that  we ' l l  be 

able  to  mult i l atera l ize on this  response?  

 I  don ' t  know i f  we 'l l  f ind  another  partner  who makes the  same 

dis t inct ions  that  Dr.  Mulvenon  ta lks  about  ear l ier  between economic --

government  sanct ioned economic espionage and government  sanct ioned  

nat ional  securi ty espionage.  

 COMMISSIONER WESSEL:   Let  me  ask a more d irect  quest ion,  

which  goes back to  the  recent  unpleasantness ,  but  I ' l l  b roaden i t  to  the  

Snowden af fai r ,  et  cetera ,  you  know,  cyber was  on  the  f ront  page of  every 

paper ,  and we were,  the Chinese  had  unif ied  the  American  government .   

Now,  the American government  and many others  are on  their  heels  a  bi t  

because  of  the Snowden affai r .  

 What  impact  has  that  had  on the  abi l i t y to  address  the 

commercial  s ide  of  this?   You know, i t ' s  not  on the f ront  page anymore ,  and 

everyone i s  saying,  wel l ,  your ha nds are  a  l i t t le  d ir ty.   We can ' t  t rust  you.   

You say that  i t ' s  on ly on the intel l igence s ide but  not  on  the commercial  

s ide.   Is  there  any t rust  out  there?   Has  that  af fai r  crea ted such  a  gap that  the  

abi l i t y to  mult i l ateral ize this  has  been  set  back?  

 DR.  MULVENON:  Well ,  there i s  nothing so annoying as  a 

s i tuat ion  in  which  e i ther  inadvertent ly or  on  purpose  you hand the  Chinese 

something that  al lows them to be rea l ly gra t ingly sel f - r ighteous,  and  they' re  

going to  sort  of  wal low in  th is  for  awhi le,  and  I don ' t  real ly th ink we 're  

going to  make a lot  of  progress  for  awhi le on  th is  i ssue .  

 It ' s  rea l ly,  I  would  say i t ' s  probably going to  delay progress  s ix  

to  12 months ,  and i f  “he-who-must–not -be–named” cont inues to  sort  of  

t r i ck le  out  this  material ,  i t  could go  on  for  a  long,  long t ime.   That 's  not  to  

say that  o ther  people are not  looking at  the  Chinese high dudgeon react ion  

and going "please,"  you  know, "real ly."  

 But  there  is  a  real  d isconnect  on the Chinese s ide about  th i s  

issue  and  an inabi l i ty to  talk abo ut  i t  in  publ ic  tha t  is  reasonable .    I  think 

i t 's  the nature of  the ir  pol i t i cal  sys tem that  doesn ' t  al low them to have thi s  

kind  of  honest  conversat ion,  but  s imply going to  the  podium and saying,  you  

know,  we can nei ther  confi rm nor deny the  a l legat ions  a bout  Uni t  61398,  but  

we as  a  rule do not  discuss  intel l igence  operat ions  f rom this  podium.   Boom, 

that  easy;  r ight?  

 Ins tead the Chinese  react ion  through the  off icia l  Minis t ry of  

Nat ional  Defense spokesman was there i s  no Unit  61398,  which  is  
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Kafkaesque a lmost  in  i t s  sor t  of  obfuscat ion ,  part icular ly given the  hundreds 

of  pieces  of  open source ev idence that  we have provided ei ther  through 

Mandiant  or  other  p laces  that ,  in  fact ,  that ' s  exact ly who those guys  are  and  

their  resumes  and  thei r  ski l l  set s  and eve rything else ,  and so as  long as  that ' s  

the  di scussion where we can ' t ,  where they won ' t  even acknowledge phys ical  

rea l i t y,  much less  own up  to  what  we don 't  expect  them to  own up to ,  we 're 

going to  have a very hard  road on  th is .  

 You can see  i t  in  the comments  from the Cyber  Working Group 

and f rom the comments  at  the  S&ED and the comments  at  the Foreign  

Minis t ry- - they real ly feel  l ike  they have us  over a  barrel  a t  thi s  poin t  on thi s  

issue .  There 's  going to  have to  be a dramatic  change,  probably another  th ing  

on the order  of  the Mandiant  Report  exposing new revelat ions  about  thei r  

behavior  that  f inal ly res tores  some sort  of  equi l ibr ium.  

 CHAIRMAN REINSCH:  Well ,  maybe the  three of  you could 

comment .   Is  i t  your  col lect ive  view that  r ight  now for  any of  the rea sons  

you just  sa id,  a  dialogue is  real ly a  was te of  t ime?   We shouldn ' t  be spending 

our t ime on this?  

 DR.  MULVENON:  No,  no,  no .  

 CHAIRMAN REINSCH:  We should be spending our  t ime on the  

other  recommendat ions  of  the Commission?  

 DR.  MULVENON:  Well ,  again ,  cyber  i s  a  mult i faceted i ssue ,  

and we have made progress  on other  cr i t ical  aspects  of  i t .  They may not  be 

direct ly re lated  to  the  issue of  IP  theft ,  but  as  a  del iverable  for  the  

Sunnylands Summit ,  the Chinese  made a  dramatic reversal  on thei r  view 

about  how the laws  of  armed conf l ict  didn 't  apply to  the cyber dimension,  

which  was a showstopper for  DoD about  i t  being involved  in  any confidence 

bui lding measures  or  anyth ing l ike that .  

 So even  though that ' s  not  di rect ly re la ted to  the  economic i ssue,  

given  what  I sa id  earl ier  about  how the  Chinese  don 't  make the  same cute 

dis t inct ion,  i t  i s  absolutely on point  tha t  we are making progress  on some 

elements  of  the  cyber d imens ion  with  them.  

 At  the same t ime,  there  are  other  things that  you  may not  think 

are  re levant  to  thi s  i ssue,  but ,  in  fact ,  a re,  in  part icular ,  the  f ights  we 're  

having with them about  the nature and future of  global  In ternet  governance.   

That 's  actual ly going to  have a very dramatic  ef fect  on our abi l i t y to  develop  

internat ional  coal i t ions  on  commercial  espionage because  i f  we move global  

In ternet  governance f rom organizat ions  l ike ICANN and other  sor t  of  

informal  coal i t ions  that  inc lude nongovernmenta l  economic  organizat ions,  

and i t  get s  moved to  a  place l ike the U.N.  In ternat ional  Telecommun icat ion  

Union ,  which  is  a  s tate -centered body where most  of  the count r ies  agree  wi th 

China 's  view about  cyber  sovereignty and everything e lse,  we wil l  have a  lot  

more  di f f icul ty f rankly making progress  on  even  some of  these economic  and 

t rade relat ionships  because  the  nature of  the mult i l ateral  governance sys tem 

wil l  have changed in ways  that  I  think  i s  deleter ious  to  our  interes ts .  

 CHAIRMAN REINSCH:  That 's  actual ly  something my o ther  

organizat ion worked on  a  lot .   In  fact ,  I  think we may have  sent  somebody to  
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i t .  

 DR.  MULVENON:  To WCIT.  

 CHAIRMAN REINSCH:  Ye s,  to  WCIT.   The problem, of  course,  

is  tha t  the  Chinese are  not  the only ones.   In  fac t ,  they are  probably in  some 

respects  not  the worst  in  terms  of  advocat ing a  global  In ternet  regime that  

involves  a  much higher level  of  government  cont rol  and  in t rus ion than the 

United States  has  supported .  

 It  i s ,  also ,  though,  an area where the business  community and the 

U.S .  government  are clearly of  one mind and  working together .  

 Roy.  

 MR. KAMPHAUSEN:  Mr.  Chai rman,  your quest ion  was  do  you 

al l ,  how would you react  to  the  not ion that  r ight  now a dialogue would be  a  

waste of  t ime?   

 And at  one level ,  I  completely agree  wi th Dr .  Mulvenon,  that  i t ' s  

very di f f icul t  to  say something i s  fundamenta l ly and  compl etely a  waste of  

t ime when there are  so  many dimensions to  i t .   So i t  makes sense to  do i t  for  

the  reasons he  said.   But  I th ink  the  premise of  the ques t ion ,  in tent ional ly or  

not ,  suggests  that  we can  negot iate our way to a  so lut ion  of  thi s  problem.  

 In  other  words ,  the  condi t ions need to  be r ight  for  us  to  get  to  a  

solu t ion,  and  then  the  problem wil l  be  largely mit igated  or  disappear 

ent i rely.   And I think i t ' s  fai r  to  say the  Commission  would say they don 't  

see that  as  a  l ikely outcome,  and thus the  very  impor tant  emphasis  on the 

uni lateral  s teps  the  United States  has  to  take in  i ts  own interests  almost  

independent  of  what  the s tatus  of  a  dialogue is .  

 There  are enormous  r isks  that  are associated  wi th  that ,  and the  

commissioners  are  wel l  aware of  tha t ,  bu t  they are not  t aken  wi th  the not ion  

that  we can,  th is  is  a  soluable problem the  so lut ion  to  which  wil l  be  ar r ived 

through negot iat ion.  

 CHAIRMAN REINSCH:  Mr.  Quinn ,  you want  to  add anyth ing?   

Or  are  you in the same place?  

 MR. QUINN:  I  would say,  again ,  from our poin t  of  view,  this  is  

a  pragmatic problem, something we deal  with on  a  dai ly basi s .   I  think i t 's  

one of  a  number of  business  issues  that  we have to  take into  account ,  and i t 's  

a  problem that  we need to  manage.  

 We cer ta inly would  say that  and r ecommend that  the government  

cont inue to  have a d ialogue with  a l l  governments ,  including the Chinese ,  

mult i l ateral .   If  I  was  the government  employee that  was somehow put  in  

charge of  this ,  I 'd  be reaching out  everywhere  I could  to  t ry to  put  i t  together  

and f ind the r ight  vehicle  that ' s  go ing to  get  us  the  most  t ract ion.   It  jus t  

needs to  cont inue.   We're going to  have revelat ions of  th ings happening and  

coming and going,  but  the  d ia logue needs to  cont inue.  

 I  think f rom our  point  of  view,  again ,  for  us  i t ' s  a  pract ica l  issue 

that  we need  to  deal  with,  and  so we would want  to  see the government  at  the  

highest  l evels  cont inuing that  dialogue,  but  also at  the same t ime,  t rying to  

work  wi th  the business  community to  come up  with  s t rategies  that  we can 

begin  to  implement  more  quickly to  pro tect  ourselves ,  share informat ion,  and  
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to  handle  these  day- in and day-out  ramificat ions  of  what 's  going on.  

 CHAIRMAN REINSCH:  Anything to  add?   Okay.  Actual ly,  

we 've  done al l  thi s  with ,  in  fact ,  wi th  only my f i rs t  quest ion,  and Craig has  

kindly prepared 27 other  ones,  but  l et  me ask one las t  one ,  i f  I  may,  because 

we do have a couple  minutes  i f  people wil l  forebear  jus t  to  see  what  you 

have to  say.  

 This  re la tes  to  one of  the things  that - -Dr .  Mulvenon al luded  to  i t  

when he ta lked  about  internal  uni ty- -  inside the Uni ted States  government .  

Let 's  pursue that  jus t  a  l i t t l e  bi t  more ,  and maybe some people  wil l  have 

something else to  say about  i t  that  wi l l  also be  wise.  

 What  are the key roadblocks to  developing ef fec t ive U.S .  cybe r  

pol icy to  prevent  in t rusions,  and how can  those roadblocks  be overcome?   So 

think about  i t  as  an  internal  U.S .  government  problem.  What  do  we need  to  

do or  is  i t  so  severe  that  we 've overcome al l  roadblocks now?  

 DR.  MULVENON:  Well ,  I  mean let ' s  congra tu la te  ourselves  a 

l i t t l e  bi t .   One of  the major  roadblocks when I s tar ted  at  looking at  th is  15 ,  

20 years  ago  was the lack  of  any dialogue between law enforcement  and 

intel l igence;  r ight .   And then we s tood up the Nat ional ,  you know,  NCIJTF,  

and that  nexus is  working much bet ter  than i t  ever  has  in  my experience 

because  i t ' s  no  longer a "my data went  down a  law enforcement  hole"  versus  

"my data went  down an intel  hole"  and  the  two of  them aren ' t  t alking to  one 

another .  

 So that  was a s igni f icant  is sue.   Th e second s igni f icant  hurd le 

was this  cleavage between the nat ional  securi ty people  and  the  econ and  

t rade people .  I  think because  of  the brazenness  of  the  in trusion  set ,  tha t  tha t  

divide  has  been  broken down al though clear ly they' re  pursuing d if ferent  

remedies .  

 There  is  a  divide  between those  who want  to  pursue  largely 

diplomatic solut ions ,  who bel ieve  that ,  for  instance,  the Chinese  have agreed 

to  this  cyber  working group,  therefore we don ' t  necessari l y need to  hi t  them 

low anymore .  My only point  was  the  only reason they went  to  the  open t rack  

is  because  we were hi t t ing them high and hi t t ing them low, and so we have to  

guard against  the  complacency that  might  come f rom abandoning some of  the  

other  act iv i t i es  that  I  think were  causing a  certain amount  of  pa in  in ternal ly,  

and so--  

 CHAIRMAN REINSCH:  Mr.  Kamphausen ,  what  did the  

Commission have to  say about  this?  

 MR. KAMPHAUSEN:  Wel l ,  I  th ink  in  our interact ion  wi th  folks  

on the Hil l ,  two s ignif icant  roadbocks are civ i l  l ibert ies  and privacy 

lobbyis ts  who t ake thei r  posi t ions to  an  ex treme .  Any ef fort  to  ins t i tu te  

prudent  controls  is  regarded  as  an aff ront  to  c ivi l  l ibert ies  or  any ef fort  to  

maintain  informat ion has  privacy implicat ions ,  and those  are certainly val id  

and importan t  i ssues ,  but  they can be tak en to  an  ex treme.  I  think  those are  

two of  the key chal lenges that  fo lks  are  fac ing on various  commit tee s taf fs  as  

they t ry to  formulate legis lat ion .  

 So that 's  one  piece.   The second i s  the s t ructura l  one,  and we 
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talked about  i t  earl ier .   The Commission m ade a  recommendat ion  as  to  who 

the  bes t  l eader would be and  what  the  composi te organizat ions  ought  to  be  

drawn f rom.  I  think  we have seen enough success  wi th those  sort s  of  

interagency working  groups  over t ime and in di fferent  venues  that  that ' s  less  

an  obstacle concept ional ly than i t  i s  an  obstacle pract ical ly,  jus t  get t ing the 

gears  turning to  put  that  into effect ,  where  do you house  i t ,  how do you s taf f  

i t ,  how do you draw f rom the  other  in teragency players ,  al l  those sorts  of  

things.  

 But  we 've  demonst rated  we know how to do i t .   We just  have to  

set  those wheels  in  motion.   There  is  maybe a more  fundamental  di sconnect ,  

and that  i s  rea l ly the basic one i s  are we going to  get  our way through the 

problem wi th  more or  l ess  government  intervent ion or  are  we going to  get  

our way through the  problem with more or  l ess  rel iance  on the  market  to  

solve  the problems for  i tsel f?  

 And,  you  know,  i t  seems to  us  that  i t ' s  a  negot iated path  that  

consis ts  of  p ieces  from each part ,  but  that  wi l l  l ikely bog down the  progres s  

that  folks  are making as  they t ry to  produce legis la t ion.   I  th ink that  kind of  

cent ral  theoret ical  quest ion.  

 CHAIRMAN REINSCH:  Okay.   Anybody want  to  add anyth ing?   

Mr.  Quinn and then--  

 MR. QUINN:  Just  a  couple  of  things  I guess .   Again,  I  think 

from our point  of  view what  we 'd l ike to  have is  a  poin t  of  contact  wi thin  the 

government  that  al lows  us  to  share  informat ion and al so  gather  informat ion .   

If  you  look at  Rockwell  Automation ,  we 're a  big company,  but  we 've got  a  

l i t t l e ,  c lose  to  5 ,000 smal l  a nd  medium-sized companies  that  provide us  

components  tha t  go into  our  products .  

 We have 300,000 products  in  our catalogue,  and  so  these  

companies  are  constant ly pushing thi s  material  to  us .   We have the 

wherewithal  to  go  out  and hire  consul tants  and do  de ep  dives  into our 

systems,  protect  ourselves  as  bes t  as  possib le .   We have contacts  with the 

government .   P rimar i ly those  have been  individual ly developed over  t ime 

that  al low us to  d iscuss  things from t ime to t ime in more  detai l  than we 

might  otherwise  do .  

 But  these smal l  and medium -s ize  companies  that  funnel  into  us ,  

tha t  are  cr i t i cal  to  us  being successfu l ,  they don ' t  have that  access .   These 

companies  come f rom al l  over  the  United States .   Some of  them are  

producing in ternat ional ly,  some in China,  some  elsewhere ,  but  I  real ly think 

that  there is  a  need for  an off ice,  and  I 'm not  against  the  Commerce 

Depar tment .   I  think  i t ' s  a  very accessib le agency,  and they' re al ready set  up  

to  meet  wi th businesses  and ta lk to  them.  

 The FCS is  a  great  organizat ion,  i n  a  way.  Train up the off icers  a  

l i t t l e  bi t  di f ferent ly,  but  they need to  be l inked into  thei r  brothers  in  the 

government  that  have access  to  thi s  informat ion.   You know i t  doesn 't  have 

to  be  detai led informat ion ,  but  i t  has  to  be enough that  they can  sens i t ize 

these smal l  and medium -size manufacturers  to  the threat  and  make 

recommendat ions  to  them if  they' re  looking at  entering certain  markets ,  how 
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to  best  protect  themselves ,  what  to  look  for ,  what  are the red f lags .  

 I  think another  way that  the  governmen t  can  help i s ,  look,  you 're 

great  at  research  and development .   You know,  you look at  we 're doing a  lo t  

of  work with DARPA, ARPA -E,  and o thers  today in  a myr iad of  areas .   We 

could  be working in  the same area -- the government  put t ing seed  money 

understanding what  the  threat  is .   They' re the  bes t  access .   They know what  

the  bad  guys  have out  there.   They can ident i fy i t ,  work wi th companies  to  

then develop technologies  to  of fset  that ,  and  make those commercial ly 

avai lable.  

 You know,  private  companies  are  doing i t .  I  know that .   They' re  

involved  in  i t .   But  could  the  government  help out  with  that ,  I  think they 

could  as  wel l .  

 CHAIRMAN REINSCH:  Excel lent .   Time is  up .  Vice Chai rman 

Shea,  Commissioner  Wessel ,  do  you have anyth ing to  say a t  the  end?  

 VICE CHA IRMAN SHEA:  No.   Fine.   Thank you.  

 COMMISSIONER WESSEL:   No,  other  than thank you for  your  

t ime.  

 VICE CHAIRMAN SHEA:  Yes.   Thank you.  

 CHAIRMAN REINSCH:  And I was going to  say thank you very 

much.   For  me,  thi s  has  been  an  except ional ly r ich and  thoug ht ful  di scussion.   

The Commission is  charged --our  Commission --as  wel l  as  yours  is  charged 

with  making recommendat ions  to  the  Congress ,  and our Annual  Report  wi l l  

be  out  in  November,  and I 'm sure this  is  going to  be a  s igni f icant  part  of  i t .   

 And to the  ex tent  that  is  so ,  we have you to  thank,  and so we 're 

very gra teful  for  not  only your  t ime,  but  we 're gra teful  for  your wise  

thoughts  and your  interest  in  the  issue,  and there may possibly be fol low up 

in which case we hope that  you ' l l  indulge us  in  that ,  to o.  

 So with  that ,  thank you very much,  and we 're  adjourned .  

 [Whereupon,  at  11:05 a.m. ,  the roundtable was  adjourned .]  

 


